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1. Executive Summary 

Within the ARIES consortium, a set of guidelines has been established for the whole duration of the project 
as a communication and dissemination strategy to promote ARIES according to the Grant Agreement article 
38.1.1. 

Communication and dissemination fields have different purposes. Meanwhile the main communication goals 
are to display not only the results but also the journey, showing the work developed by the consortium, the 
main objectives of dissemination are to transfer the knowledge and results to those that can make best use 
of them and to maximize the impact of the research and innovation activities within the project. 

With these goals in mind we have defined a context, describing the social and economic environment that 
supports the object of our research, the targets we are addressing to, and the main key messages that we 
want to convey. 

For the next step, to reach our targets, we have specified the communication tools we have available to 
spread the selected messages. Each consortium partner has also outlined an individual plan with its own 
communication tools to contribute to the visibility of the project. 

Finally we envisage a timeline with two different phases. The first one coincides with the delivery of this 
report, and it means a balance of the activity up to this moment, and the second one aims to learn about the 
work performed during this first year, and keep communication activities until the end of the project.  

A set of KPIs has been defined to measure how many actions have been performed during the period 
reported and the nature of them.  

The other topic of this deliverable is to make a balance about the first year of the project since the 
perspective of the communication activity. 

The ARIES consortium has undertaken significant work in promoting the project. There have been a 
remarkably high number of ARIES presentations delivered in well-known events as EEMA, Privacy Annual 
Forum, or Porvoo Group. The partners have also been very active locally, with presentations being delivered 
to the policy-makers of their area of influence.  

ARIES is also involved in the workshop CITE 2017 which is held at ARES Conference. CITE is the acronym of 
“Creating Identity-Trustworthy Ecosystems”, and it has been organized jointly with other EU H2020 projects, 
specifically LIGHTest [1] This workshop represents the high effort developed by the consortium to create a 
potent communication and dissemination action to give visibility to the project work. Several speakers of the 
consortium have collaborated not only in the organization, but giving talks about the purpose of the project. 

The strategy has been supported by a graphic and online identity, where the visual symbols of the project 
(logo, templates), and the online tools to share information have been constantly used.  

The consortium has been active in publications in relevant magazines as ERCIM News, or disseminating the 
official press release coinciding with the official project launch. 

At the time of closing this deliverable, we are in contact with several European proje cts with similar topics as 
ARIES to explore synergies and possibilities of technical collaborations.  

For the remaining time until the end of the project, is our aim to keep improving. At the end of this year, we 
will be in a position of showing our first results, so it is necessary to intensify our activity offline  as well as 
online environments to make well-known the final results of the research.  
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2. Introduction 

This deliverable is the output of the task 5.3 [2] named Communication activities & Public Web Presence that 
aims to show the communication strategy designed to promote the main results of the project, and to give 
visibility to the work developed along the period reported. 

 

2.1 Purpose of the document 

 

This deliverable D5.3 describes the communication strategy of the project. 

A communication strategy is basically composed by a set of communication activities organized in a 
consistent, coherent and integrated manner and tailored for different audiences. 

The document also collects a set of KPIs to monitor the evolution of the communication strategy.  

The deliverable includes a report with the communication activities carried out during the first year of the 
project. 

 

2.3 Relation to other project work 

 

In particular, D5.3 is closely related to the following deliverables: 

 D5.4 Final Communication Plan and Activities Report 

This report will report the completed communication activities of ARIES and the planned activities 
after the project ends. It’s planned for February´19. 

 D6.1 First Dissemination, Standardization Activities Report 

Report documenting the dissemination, clustering and standardization activities of the project 
partners during the first half of the project. It’s planned for November´17. 

 D6.2 Final Dissemination, Standardization Activities Report 

Report documenting the dissemination, clustering and standardization activities of the project 
partners during the second half of the project. It’s planned for February´19. 

 D7.2 ARIES Innovation Plan 

ARIES project has a specific task to measure the innovation of the project along the 30 months of 
duration to assure that ARIES technologies keep updated and maintain its SotA status, and also to 
meet the needs of the market with the goal of relating the extracted innovations with the market 
trends. It’s planned for August´17. 
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2.4 Glossary adopted in this document 

 

 Communication on projects is a strategically planned process that starts at the outset of the action 
and continues throughout its entire lifetime, aimed at promoting the action and its results. It 
requires strategic and targeted measures for communicating about (i) the action and (ii) its results to 
a multitude of audiences, including the media and the public and possibly engaging in a two-way 
exchange. 

 Dissemination. The public disclosure of the results by any appropriate means (other than resulting 
from protecting or exploiting the results), including scientific publications in any medium. 

 

2.5 Acronyms used in this document 

 

GA Grant Agreement 

NGO Non- Governmental Organizations. 

OCGs Organised Crime Groups 

R&D Research and Development 

SAB Security Advisory Board 

SotA State of the Art 
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3. Communication and Dissemination Policy 

European Commission within the Horizon 2020 programme specifies explicitly that it is necessary that 
supported research projects reach society. Within communication and dissemination scope, this means to 
promote the value and the benefits derived from the technological and scientific activity, and the return to 
society of the big investment in public funding and human resources.  

As a result, communication and dissemination has become a key work field for the H2020 research projects.  

The European Commission wants to show how research projects are contributing to an “innovative European 
Union”, and at the same time, which type of projects are funded and what the results of such an investment 
are. This guideline implies a transversal and constant work of communication and dissemination along the 
whole duration of the project. 

The major communication and dissemination objectives in ARIES are in line with the Grant Agreement (GA) 
article 38.1.1 - Obligation to promote the action and its results, which states “The beneficiaries must promote 
the action and its results, by providing targeted information to multiple audiences (including the media and 
the public) in a strategic and effective manner”. 

As explained by the EC in its abundant communication and dissemination guidelines and explanatory 
material, communication and dissemination activities may share some of its objectives but still clearly differ. 
While dissemination focuses on presenting the outcomes of the project to audiences that may us e the results 
(e.g. peer reviewed publication), communication is about presenting our scientific results to a wide group of 
stakeholders beyond the project’s own community (e.g. general public, policy makers, industry etc.).  

EC acknowledges communication as “taking strategic and targeted measures for promoting the action itself 
and its results to a multitude of audiences, including the media and the public, and possibly engaging in a 
two-way exchange”[3] . This means that we have to show what ARIES is doing to the society in general, as 
they are the ones who are funding the project and to the EC, which has chosen ARIES to address the societal 
need to reduce identity fraud. In the case of ARIES it is particularly important as one of its objectives is to 
“achieve tangible societal impact and benefits with effective awareness creation on ID-related crimes and 
how they can be prevented by citizens & businesses for enhanced public security, the safeguard of trust and 
better digital privacy protection”.  

Some key aspects that are endorsed by the EC for communication activities are: 

 Communicate from the beginning; that means is not only the results but also the journey, Choose the 
right tone for communications; just the relevant information, not every detail.  

 Communicate with purpose. The result of the communication activities should be coherent with the 
objectives defined in the communication strategy. 

Regarding dissemination, the main objectives are to transfer the knowledge and results to those that can 
make best use of them and to maximize the impact of the research and innovation activities within the 
project.  

Within ARIES, communication and dissemination activities are treated in separate tasks (T5.3: 
Communication activities & Public Web Presence vs. T6.1: Engaging scientific and technical community: 
Dissemination). However, outreaching ARIES message is a joint effort. Hence, the dissemination and 
communication plans are presented together in this deliverable, and synergies during the project will be 
explored and exploited in order to maximize the impact of ARIES outcomes.  
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4. Communication Strategy 

We define the communication strategy as the combination of rules that are going to guide the information 
flow from the project towards the outside world. 

This process will be the result of answering the following questions.  

 Where? Social and economic environment. 

 Which? Main goal, specific objectives vs KPIs 

 Who? Target audiences 

 What? Key Messages 

 How? Communication channels and means 

 When? Action Plan 

 

4.1 Social and Economic Environment 

The prevention of identity fraud is the main focus of ARIES. Analyzing the current context, there are a lot of 
recent events that support the need of a better protection of identity to prevent theft and fraud: 

1. According to BBC News the cases of identity fraud in United Kingdom reached record levels in 2016 [4] . 

The statistics, from 277 banks and businesses, show almost 173,000 recorded frauds in 2016 - the highest 
level since records began 13 years ago (see Table 1). 

The 172,919 incidents of identity fraud last year represents 53.3% of all fraud recorded b y CIFAS [5] , of 
which 88% occurred online. 

 

UK Identity Fraud 

2008 2009 2010 2011 2012 2013 2014 2015 2016 

77,642 102,327 102,672 113,259 123,589 108,554 113,839 169,592 172,919 

Table 1 Evolution UK Identity Fraud (Source CIFAS) 

It calls attention that almost 25,000 victims of fraud were aged under 30, with the number of under-21s 
defrauded rising by a third from 1,343 in 2015 to 1,803 in 2016. 

2. According to Gartner, in 2020 one in five companies will use smartphones to gain physical access to 
offices and premises, in substitution of traditional access cards [6] . 

The main advantage of this technology is that can be adopted easily in multiple sectors to assure the access 
to a wide range of installations (buildings, premises, data centers, etc.) assuring that only authorized persons 
can access to the specified venues. 

Besides, the use of smartphones for authentication can simplify the integration of biometric technologies. 
Instead of adding devices of biometric capture within the card readers, the smartphone can be easily used to 
capture face or voice (or both), with the comparison and coincidence done locally in the phone or centrally. 
This approach also mitigates the risk of theft of an employee smartphone. 
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3. A public consultation on EU rules which govern the processing of personal data and privacy in the 
electronic communication sector – the ePrivacy Directive- showed that Europeans consistently call for strong 
protection of the confidentiality of their communications and effective respect of their privacy  [7] . 

The review of the ‘ePrivacy Directive’ is one of the key initiatives proposed under the ’Digital Single Market 
strategy’ in May 2015 and it aims at reinforcing trust and security in digital services in the EU [8] . 

4. The General Data Protection Regulation (GDPR) provides individuals with increased control over how 
their personal data is collected and used online, but according to the European Data Protection Supervisor 
(EDPS) [9] , more can and should be done to ensure that individuals are able to take back control of their 
online identities: “Our online lives currently operate in a provider centric system, where privacy policies tend 
to serve the interests of the provider or of a third party, rather than the individual. Using the data they 
collect, advertising networks, social network providers and other corporate actors are able to build 
increasingly complete individual profiles. This makes it difficult for indiv iduals to exercise their rights or 
manage their personal data online. A more human-centric approach is needed which empowers individuals 
to control how their personal data is collected and shared.” (Giovanni Buttarelli, EDPS). 

5. One of the fraud identity cases with major media resonance has been the case of the CEO of 
SECURITAS Alf Göransson, whose identity was used for false loan application in March´17 [10] . 

The CEO has been declared bankrupt after his identity was hacked. The data theft of this prominent Swedish 
executive has raised questions about security in a society that is leading the way in digitization. Sweden is 
well ahead of most of the rest of the world in replacing cash with digital payments -- even homeless 
groups there accept credit cards, and tourists aren’t allowed to pay for anything with cash.  

The country’s efforts to embrace transparency in all fields are also well documented. Sweden encourages 
widespread access to public information (employees can find out what their colleagues earn by checking with 
the tax authorities) and, like most other rich countries, online shopping and loan applications are on the rise.  

All of this has coincided with a sharp increase in identity fraud. Sweden responded las t year by introducing 
specific legislation to target the development. Göransson’s case was one of 12,800 crimes involving hacked 
identities reported in Sweden in the first six months of 2017. 

 

4.2 Communication and Dissemination Objectives 

 

The ARIES communication and dissemination objectives are outlined in the project’s Description of Action:  

 In the context of WP5 - Design, Communication and Exploitation of ecosystem for identity services: 

o “In order to ensure a successful transfer to market , ARIES will communicate to the general 
public its virtues” 

 In the context of WP6 - Dissemination and Standardization: 

o “to diffuse scientific and technological knowledge generated within the context of the 
project” 

o “to raise awareness and attract potential supporters, end users and customers through a 
detailed communication strategy” 

According to the H2020 guidelines [11] a communication strategy for an EU-funded project pursues the 
following objectives: 

 Raise the awareness of national governments, regional authorities, and other public and private 
funding sources or policy-makers to the need for and ultimate benefits of our research. 

https://ec.europa.eu/digital-single-market/news/eprivacy-directive
https://ec.europa.eu/digital-single-market/en/digital-single-market
https://ec.europa.eu/digital-single-market/en/digital-single-market
https://www.bloomberg.com/news/articles/2017-05-14/in-cashless-sweden-even-god-now-takes-collection-via-an-app
https://www.bloomberg.com/news/articles/2017-05-14/in-cashless-sweden-even-god-now-takes-collection-via-an-app
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 Promote the effort of the EU in pushing the investment in technological projects such as ARIES that 
span technical, societal, ethical and economic benefits for the citizenship.  

 Promote project achievements and emphasize the innovation advances as a key feature of ARIES.  

 Enhance reputation and visibility of consortium members at local, national and international level, 
and also encourage talented students and scientists to join our partner institutes and enterprises.  

 Help the search for financial backers, licensees or industrial implementers to exploit our results.   

As ARIES deals with EU-RESTRICTED material, these objectives are subject to the security policies that have 
been devised for the project. All communication and dissemination activities susceptible of containing such 
restricted material will be conditional on the supervision of ARIES security board. 

 

4.3 Target Groups 

 

In order to implement ARIES Communication Strategy, we have distinguished between two parallel lines:  

- Internally, involving the coordination of communication and dissemination towards the target 
audience existing in the partners’ organizations. This activity is different from the internal 
communication developed in WP7 – “Project and Innovation Management”, related to the overall 
(strategic and operational) management of the project and the cooperation between project 
partners. 

- Externally, involving the coordination of communication and dissemination towards all the target 
audiences existing outside the project consortium. 

 

  

Figure 1 Communication Targets Groups 
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At internal level the main target groups are: 

 

 ARIES Partners: partners of the project are the best potential ambassadors of the results of the 
project.  
All the partners are committed to promote the work developed along the project, as w ell as 
participate actively in activities organized to this aim as workshops, joint papers and presentations 

Each partner will present an individual communication plan with their own means to perform the 
communication activities (corporate publications, social networks…etc.). 

 Security Advisory Board: As described in the DOA, the SAB is the responsible organization for 
reviewing all non-classified projects’ deliverables assessing the sensitiveness of its publication. This 
board does not have executive powers and its advice is non-binding. Final decisions are responsibility 
of the projects’ management board. They are involved in any communication action as workshops 
and presentation of results with the aim of being aligned with them, and turning them into “ARIES 
ambassadors” as the consortium’s associate partners. 

 

At external level, we distinguish the targets depending on the approach: Communication or Dissemination. 

 

4.3.1 Communication targets 

The focus is on informing potential clients, investors and policy makers of the benefits of ARIES capabilities to 
establish strong liaisons that promote interest in take-up and foster realization of market opportunities. 

This collaboration will serve to complement the exploitation plan, gain feedback from the market, identify 
potential partners and users, and influence relevant standards.  

 Industry:  

In the SOCTA 2017 [12] , comprehensive study of serious and organized crime in the EU, undertaken with the 
collaboration of EUROPOL there have been identified several vertical sectors that could benefit more from 
ARIES solutions. 

o Verticals  

o E- Commerce: A growing number of online platforms and applications offer new ways of paying 
services and are not always regulated to the same degree as traditional financial service 
providers.  

According to CIFAS fraud identity crimes have risen in the first half of 2017 by 5%.   More than 
four in five of these crimes were committed online, it said, with many victims unaware that they 
had been targeted until they received a random bill or realised their credit rating had slumped. 
This would prevent them getting a loan of their own. Fraudsters steal identities by gathering 
information such as their name and address, date of birth and bank account details.  They get 
hold of such information by stealing mail, hacking computers, trawling social media, tricking 
people into giving details or buying data through the "dark web". 

o Fintech: New payment methods such as cryptocurrencies, prepaid cards, online payments and 
internet vouchers are continuously emerging and are generally less well-regulated than 
traditional payment methods. In combination with alternative banking platforms, these new 
payment methods allow the movement of large amounts of criminal funds. Underground 
banking systems are financial networks operating outside of normal banking channels to transfer 
money internationally, avoiding the fees and regulations of conventional banks.  

The financial sector is extremely vulnerable to identity fraud and one with the highest security 
needs. That makes it a key communication target for the project. 

o Travel: Global Airport Action Days combine the efforts of law enforcement and private sector 
partners to combat the fraudulent online purchases of flight tickets, which are estimated to cost 
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the industry over EUR 1 billion per year. Identity fraud is one of the biggest problems that this 
industry has to face. 

o Law Enforcement: organizations such as Europol (European Police Office), the EU’s law 
enforcement agency assist the Member States in their fight against serious international crime 
and terrorism. 

Document fraud is a key facilitator for organized crime and one of the main concerns of the Law 
Enforcement authorities. Document fraud entails the production and use of counterfeit 
documents as well as the use of genuine documents obtained by means of deception or 
misrepresentation. The production and use of fraudulent documents has also been linked to 
terrorist actors. Document fraudsters and forgers manipulate or produce all types of identity, 
travel and administrative documents. Fraudulent documents are used and traded extensively 
among OCGs and represent a significant obstacle in the fight against serious and organized 
crime. Fraudulent IDs are in high demand and are the most commonly traded type of fraudulent 
document. Increasingly, fraudulent documents are traded online.  

 Special Industry Monitoring Group: within the scope of the project, this group will complement the 
Project Advisory Board with an extended group of “observers” that would give valuable feedback  to 
project leaders of key innovation activities of ARIES. It will also be a means to ensure the correct 
alignment of the project with expectations from stakeholders from all relevant domains, and to establish 
valuable liaisons for exploitation by bringing benefits in the field of national specific dissemination and 
communication of ARIES ecosystem results to national stakeholders. The Special Monitoring group will 
aim to include among its participants, stakeholders with different backgrounds and objectives : e.g. NGOs 
representing citizens’ view, law enforcement-related organizations, industry stakeholders, etc. 

 Associated Partners: The role of the Associate Partner (AP) was created in ARIES to include an extended 
list of partners in the project who shall strengthen it by taking part in several aspects of the project. 
There are currently three associate partners committed to collaborate within ARIES. 

o Brussels Airport: will validate and provide requirements for the utilization of virtual Ids in border 
control, providing valuable insight for the scenario for the virtual Id prototype demonstrator;  

o Mo and Zippy Kidstore: both with international projection and presence in multiple countries in 
Europe, Africa and Asia, will help to generalize the view of eCommerce service providers, 
generalizing service provider requirements and hence, maximizing the interoperability of the 
technical solutions. They are going to be essential to validate the added value of the project in its 
field of application, and to start the promotion of ARIES results with specific end-users. 

 European Commission ARIES will raise awareness at a national and European government and policy 
making forum level. It is vital that this level of the dissemination chain is addressed to both keep them 
engaged of current state of the art work in the domain and ensure new policy development is using the 
ARIES deliverables and results as a foundation of their future work.  

 General Public The main interest is raising general business and societal awareness about the positive 
impact of ARIES in European companies and in the daily life of European citizens . This is through the 
advancement towards a more secure society where electronic relations can combine the convenience of 
mobile devices with the advantage of secure and trustworthy ICT solutions to reduce and prevent 
identity-related crimes. 
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4.3.2 Dissemination targets 

The focus is on transferring knowledge and tools developed in ARIES into the scientific domain, so that they 
can be enriched with external contributions, and used in complementary research fields. 

 Identity & Privacy Community: this group is focused on universities, research centers and other 
academic institutions but also R&D departments of industrial companies that are interested on ARIES 
specific topics as privacy, biometrics, or virtual identities. 

 R&D Projects ARIES partners are well positioned to engage with many initiatives with European, 
national and international research projects to promote the scientific results of ARIES and also enl arge 
the visibility and application of ARIES solutions to other contexts.  

 Standardization Bodies In order to achieve the proposed goals and impacts in a more efficient and 
realistic manner, the project will require taking into consideration the inputs from other initiatives in eID 
standardization. Naturally, due to the concrete innovations proposed by ARIES, new contributions to 
standardization are also at the heart of the project.  

For setting up the business-oriented technology planed by the ARIES project, we will focus on 
communication and collaboration with possibly the following meaningful standardization bodies: 
ISO/IEC JTC1 SC27, ISO/IEC JTC1 SC37 (biometrics), ISO/IEC JTC1 SC17 (epassport/ eID aspects), IEEE, 
CEN-CENELEC/TC 8 [14] and CEN TC224[15]  related to personal identification and some of eIDAS 
discussions. 

 

4.4 Key messages 

 

Focused on the project, on its features, its innovations and the expected outcomes, different messages can 
be communicated to our target groups: 

According to the project theme, the main topics for communication and dissemination are privacy (especially 
virtual identities), security (fight against delinquency and insecurity) and we will have a special focus for 
biometrics, that is a key technology for the project. 

 

4.4.1Keywords 

The ARIES concept is based on the following terms: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 Security 
 Risk reduction 
 Identity Management Systems 
 Ensure management and control of identities and rights 
 Fight against delinquency and insecurity 
 Identification 
 Biometrics 
 Virtual identities 
 Identity derivation 
 Secure wallet 
 Privacy 
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4.4.2 Focus on the project 

The goal of these messages is to explain ARIES’s value, as well as the facts and reasons that motivate the 
whole idea of the project.  

 

 

 

 

 

 

 

 

 

 

 

 

 

4.4.3 Focus on key features 

The key messages can be focused on the main features of the ARIES framework, which provides the benefits 
to the stakeholders: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 ARIES addresses the setup of a reliable identity ecosystem which comprises new 
technologies, processes and security features to ensure the highest levels of quality in 
secure credentials for secure and privacy-respecting physical and virtual identity 
management processes. 

 The tentative ARIES ecosystem tangibly achieves a reduction in levels of identity fraud, 
theft, and wrong identity and associated crimes. 

 ARIES will provide a global approach for ID Ecosystem in Europe to address European-
specific concerns to improve identity, trust and security. 

 The planned ARIES ecosystem will strengthen the link between physical documents 

linked to the biometric identity and the digital (online and also mobile) identity.  

 Identity ecosystem which integrates ePassport/eID management for a secure enhanced 
access to virtual and physical places. 

 Link physical documents with specific new security features and digital / virtual 
identities. 

 Secure biometric verification integration. 

 Propose a multiparty trust scheme applicable to a wide range of domains (eCommerce 
consumers, travelers, airport security, airlines, and regional national & international 
databases). 

 Development of a secure infrastructure able to derive virtual identities considering 
different levels of assurance for different purposes.  

 Enable and promote the usage of mobile and smart devices for trustworthy online 
authentication. 

 Provide a secure storage solution to enable preservation and secure operation of virtual 
credentials in secured devices and smartphones. 

 Privacy preservation support by integrating data minimization techniques and 
anonymous credential solutions in order to manage the derived identities where level of 
privacy preservation will be controlled by the user. 
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4.4.4 Focus on key innovation 

Innovation is one of the distinctive features of  ARIES, with a specific task addressed to this field. The 

consortium has identified the following areas to advance the state-of-the-art: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

4.4.5 Focus on the expected outcomes 

Research in ARIES pursues a combination of solutions that will define the added value and the utility of this 
project:  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 Mobile IDs cryptographically and biometrically linked to original eDocuments with the 
highest level of assurance, providing the highest possible trust anchor on an eventual  
trust chain. 

 Replacement of insecure and complex systems to manage passwords for authentication 
in ICT applications, by innovative protocols based on user-friendly biometric 
authentication, paving the way for a more secure European and economically efficient 
society. 

 Substantial improvement on this state-of-the-art by implementing the biometric 
authentication in a secure and privacy compliant manner, thus achieving that the 
biometric data is protected by a strong cryptographic encryption mechanism. 

 Development of the authentication and transaction protocols for both home and mobile 
platforms. The authentication will be based on hardware token such as a smartphone or 
a smartcard with minimal functionality that includes the biometric sensor, secure 
storage and protected input/output. 

 Effective fight biometric spoofing, especially with respect to face recognition. This is to 
be achieved, on the one hand by selecting biometric modalities and processes less 
prone to presentation attacks (spoofing), on the other hand by developing presentation 
attack detection technologies (anti-spoofing). 

 A consistent European identity strategy integrating physical and virtual eID management 
based on existing and innovative solutions.  

 An identity ecosystem comprising new technologies, processes and security features that 
ensure highest levels of quality in security documents. 

 ARIES will demonstrate how a virtual eID access can be securely developed and deployed 
advancing the state of the art regarding usability, security and privacy issues.  

 Physical documents, natural persons and digital identities can be linked with a high 
assurance security level for a strong eID management in concrete use cases.  

 Creation of a decisive competitive advantage for Europe with concrete new business 
paradigms based on fraud eID regulations and their business (i.e. financi al fraud) and 
societal (i.e. people trafficking) impacts. 

 Promotion of the use of national and trusted identities like eID and ePassport as a 
baseline for citizen digital life credentials. 

 Address key legal, ethical, socio-economic, technological and organizational aspects of 
identity related crimes and of the proposed identity ecosystem. 
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4.5 Communication and Dissemination Channels 

 

This section presents a summary of the initial channels for communication and dissemination activities  
considered for ARIES. 

 

 

 

Figure 2 Communication and Dissemination Channels 

 

 Graphic Identity and Branding:  

The creation of a branding identity is important to build a visual recognition of the project.  A set of 
elements and colour schemes have been designed to use them across all the communication 
material the project. 

 Web Platform: It encompasses the website of the project, and social profiles. 

o The project website. 

The ARIES website is one of the communication channels to promote the project covering the 
following topics: 

 Basic information about the project facts and its general approach. 

 Outline of project activities and results, main publications.  

 Useful documentation, links and references in .pdf files 

 News related to the project: internal meetings, presence at events…etc.  

o Social media networks 

Social networks offer to share immediately the information registered in the website, and gives 
visibility to the project addressing the content to the chosen targeted audiences, and  creating 
community with other European projects. 

 

ARIES Project 
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Projects 
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For ARIES, twitter has been chosen due to its dynamism and the intense activity of the H2020 program, 
EC organizations, and European projects in this social network, and the possibility to interact with 
them supporting the communication among I+D European Ecosystem. 

The ARIES Twitter account is: https://twitter.com/AriesH2020. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 Press and campaigns: ARIES has launched an initial press release and has published other articles not 
classified as scientific papers (articles in magazines, whitepapers…).  

 Events: this section compiles workshops, talks about the project at conferences, forums or any type 
of meeting where the project somehow has been promoted by a consortium member.  

 Collaborations with other R&D Projects: ARIES will actively seek communication and exchange with 
related R&D EU Projects. Particularly the parallel projects under the same H2020 call and topic are 
likely to be relevant. 

 Scientific workshops: ARIES will organize and also participate in scientific workshops in order to 
promote our own research activities but also to exploit other researcher´s relevant results within 
ARIES. 

In the present report, due to the overlapping between Communication and Dissemination, both 
activities can coincide at the same time. All our activities developed at events, as organizers as well 
as participants, independently if we are talking about a workshop addressed to industry, or scientific 
community have been reported 

 Publications in refereed conferences: The main scientific dissemination activity for ARIES is the 
publication of the innovative research results: Partners publish the results of the conducted research 
in relevant conferences to maximize the impact of the scientific work to the target communities. This 
work will be reported in deliverable D6.1 First Dissemination, Standardi zation and Activities Report. 

  

Figure 3 ARIES Website 

https://twitter.com/AriesH2020
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4.6 Timeline and Phases 

 

Phase I. Start-up  

Timeline M01-M12 

Main objective 
Launch of the communication and dissemination strategy and first report of 
performed activities 

Action points  Defini tion of the Communication Strategy 

 Rol l -out of branding and graphic identi ty 

 Web Platform that comprises  the webs i te and socia l  networks  (twitter) 

 Organization of a  jointly workshop with other H2020 project 

 Firs t reporting of activi ties  performed a long fi rs t year 

 Measurement of the impact of 1st year activi ties , and updated the s trategy 

accordingly (i f needed) 

Phase II. Awareness 

Timeline M12-M30 

Main objective Specialized sector knows about our project 

Action points  Evolution and growth of the web platform 

 Intensification of the use of selected means in order to increase repercuss ion and 

awareness  of the project 

 Final Dissemination/ Communication workshop coinciding with the final results of the 
project 

 Final  eva luation of the deployed s trategy a long 3 years  

Table 2 ARIES Communication Phases 
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4.7 Progress Monitoring 

 

We have established a set of KPIs to measure the impact of the communication strategy to make well known 
the work developed during the project as well as to promote the achieved results.  

 

 

# Key Performance Indicators Cuantitative measure 

1 Graphic identity and Branding 

 
 Des ign of graphic materia l    Materia l  produced 

2 Web Platform 

  Data analytics  webs i te  
 Fol lowers  and members  of socia l  networks  

 Sess ions   
 Users  
 Fol lowers  

3 Press and Campaigns 

  Number of Publ ications  

 Nº Press  Release  
 Nº articles  in corporate publ ications  
 Nº articles  in genera l  publ ic magazine  

4 Events 

  Organization/ Participation in a  Conference or 
Workshop 

 Organization of organized workshops . 
 Nº of presentations  about ARIES in events   

5 Collaboration with R&D Projects  

  Joint activi ties  with other European Projects  
 Nº of joint workshops  
 Nº of joint whitepapers . 

6 Dissemination report 

 
 Keynotes  speeches  & Scienti fic workshop 

organization 
 Number of publications in refereed conferences  

 Nº Scienti fic Workshop organization 
 Nº Scienti fic Workshop participation  
 Nº publ ications  in refereed conferences  

Table 3 ARIES KPIs 
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5. Individual Communication Plans 

5.1 Atos 

Atos is the Exploitation & Innovation Manager of ARIES and leader of WP5. In this role, Atos acts as the main 
project contact point in terms of communication and dissemination. It is also the link to the Project Advisory 
Board (PAB). 

Atos is in charge of maintaining and updating the project website and the project group in Twitter. 

Atos will also disseminate the progress and achievement of ARIES through a number of channels, including 
the following: 

 Atos will regularly inform about ARIES to those internal communities related to the areas of Identity 
and Privacy (for example, the Atos scientific community, the Atos Research & Innovation units 
“Cybersecurity”, “Identity and Privacy”, and the Atos transfer lines of cybersecurity) by means of the 
internal corporate communication tools, such as social media, blogs, or periodical meetings w ith 
experts and representatives (@AtosES). 

 Atos will also leverage the corporate communication tools to disseminate the project message. In 
this sense it is worth mentioning:  

- Ascent initiatives, composed by the Atos Journey, series of yearly publications where 
we present our predictions and vision for technology that will shape business 
through to the next 3 years, or the Atos Website for Technical and Research contents 
https://ascent.atos.net/. 

- The corporate magazine Axia, the Atos Spain Corporate Magazine (only edited in 
Spanish). The aim of “axia” is to reinforce Atos corporate image and effectively 
communicate the company´s knowledge and success stories in the Information 
Technology market. 

 Atos also plans to foster and contribute to the collaboration with other R&D projects, (e.g. LIGHTest). 

 When applicable, Atos will also participate in the production of articles and papers for external and 
internal dissemination. 

 Finally Atos will seek actively the participation to several congress, workshop and seminars, such as 
the forecasted CITE 2017 at ARES Conference (see Events1). 

5.2 University of Murcia 

UMU as a research center focuses primarily on publications and research target conferences. But additionally 
there are other channels of results communication that are being explored within last years: 

 Scientific dissemination unit. This university unit focus on promoting through social channels and the 
UMU TV program the results of the research projects. Hence we propose to use it for presenting 
ARIES results. 

 MSCA Research Night and Research week activities. UMU has been active within the last 10 years on 
participating on the Research Night and also in the fair like the one related to research week.  

 Press release: UMU also has frequent press release in the local newspaper La Verdad related to 
research results and ARIES will be considered in that sense for possible presentation in this format.  

 

https://ascent.atos.net/
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5.3 GEMALTO 

Gemalto is leader of the technical task of the project and provider of major part of the demonstrators. 
Communication plan considers several communication channels: 

 Promote ARIES project using internal communication channels and promote new privacy friendly 
approaches to authentication and use similar authentication when appropriate . 

 Project results will be consulted with other Gemalto H2020 projects (e.g. AUTOPILOT). 
 Gemalto demonstration web will be enriched with ARIES project features and added as a 

demonstrator for customers to promote privacy in authentication. 

 ARIES project features will be communicated during Gemalto conferences and innovation days with 
customers to inform them about new trends in authentication. 

 ARIES results will be communicated to interested parties using Gemalto mailing lists and newsletters. 
 Gemalto will contribute to scientific publications and technical papers published as a part of the 

project. 

5.4 Morpho 

MPH (OT-Morpho, formerly Morpho) is one of the key technical partners of ARIES project, and will 
disseminate the ARIES achievements and results through different means, including the following ones.  

 MPH will use various internal communication channels to disseminate regularly the ARIES activities 
to different internal stakeholders (research & technology actors, R&D, products and business units, 
marketing), for instance via internal communication tools or meetings. 

 MPH will also rely on external communication to disseminate the main achievement of ARIES, for 
instance via the company website or press releases. 

 MPH plans as well to contribute to the collaboration with other R&D projects (e.g. EKSISTENZ, 
ORIGINS or future ones on related domains). 

 MPH will, when technically appropriate, contribute to scientific publications or workshop 
presentations on technical works of the project. 

 When applicable, MPH will also contribute to make standardization working groups aware of ARIES 
results. 

 Finally, MPH may show part of ARIES demonstrators to stakeholders to increase visibility and gather 
feedbacks. 

5.5 SAHER 

Saher are actively engaged in communication and dissemination of the ARIES project.  

Saher have undertaken the following activity to disseminate the project and engage the wider stakeholders 
on the ARIES project: 

 

 Promoted the project on their company website and issued press releases about the commencement 
of the project. 

 Presented at the UK Biometric Institute Members Invited panel on the future of privacy (London) 
Saher presented the objectives of ARIES, and emphasized ethical issues to an international invited 
high level audience of industry, banking, facial recognition, privacy experts and high level 
government officials, including border management, passport control and eID officials from the EU, 
China, US, Canada, Russia, Japan, Israel and Africa. 
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 Borders and digital identity in the DSM. This was a seminar presentation on the future of people and 
borders and identity claims to Labour party members in conjunction with a Member of the European 
Parliament.  The focus was EU eIDs, and ethical privacy by design. (Beverley, Yorkshire, UK) 

 Presented at the EEMA Privacy vs Identity event in London which attracted an international audience 
of delegates with a focus on privacy and ethics and the ARIES approach.  

 Linked the ARIES project with other H2020 projects such as RECRED to ensure collaboration with 
other EU projects 

 

Saher will proactively seek further opportunities to participate in suitable events / congress and seminarians 
in next 12 months. 

5.6 Police and Crime Commissioner for West Yorkshire 

POCC has already planned several publications for upcoming months that will be reported in the final 
communication report D5.4, all of them non- scientific articles: 

 'Tackling Cyber Fraud and Identity Theft' article to be published in the UK'S Po lice Innovator 
magazine which will be circulated to all partners but with a focus on Law Enforcement Agencies 
across Europe. Planned by August 2017. 

 An ARIES article will be published in the UK'S leading online police magazine Police Insight. Following 
on from the article published during June, this article will have a ports security focus raising 
awareness of the ARIES ports exercise activity. Planned by December 2017. 

 An article disseminating the learning from the ARIES ports exercise will be published in  the 2018 
issue of the UK'S Police Innovator magazine and specifically circulated to all ports and border 
professionals across Europe including Europol and Frontex. Planned by April 2018. 

 POCC also have a page dedicated to ARIES on West Yorkshire Police’s public facing website - 
https://www.westyorkshire.police.uk/about-us/wyfi/aries 

Regarding events, ARIES will be presented in the following conferences in the coming months: 

 ARIES to be presented and profile raised at the 'European Researcher's Night' event to take place at 
the University of Huddersfield. The event will raise awareness of ARIES activities to a broad research 
audience at one of the largest universities in the UK. Planned by September 2017. 

 UK-Netherlands annual Innovation Knowledge Sharing meeting 2017. ARIES will be discussed in this 
year’s meeting focused around Cyber Crime.  Planned by 30th November.  

 ARIES will be presented at the UK'S Innovation in Policing conference to be held at the Emergency 
Planning College of the British Government's Cabinet Office. The conference will be attended by 100 
delegates from first - responder emergency services, showcasing the latest developments in Police 
research and innovation activity. Planned by 15th February 2018. 

5.7 Gobierno vasco – Departamento de seguridad 

ERTZAINTA, as integral police of the autonomous community of Euskadi (CAE), dependent on the Ministry of 
Security of the Basque Government, and part of the public security system of Euskadi, can carry out the 
presentation and dissemination of the project, objectives,  scope, methodology and results, as follows: 

 To the different Divisions, Units and Services of Ertzaintza 

 To the different agencies belonging to the Basque police (local police of the community) 
 To government agencies involved in the public safety system 

 To the different LEAs in relationship with Ertzaintza and maintaining institutional relations and 
collaboration agreements, at local, regional, state and international level. 

https://www.westyorkshire.police.uk/about-us/wyfi/aries
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 The corporate web of Ertzaintza www.ertzaintza.net  
 Social networks and App of Ertzaintza 

 Dissemination plans for specific events 

 Articles, journals, publications, blogs, YouTube, posters, etc.… 

5.9 SONAE 

SONAE has the following channels available to disseminate the project: 

 

 Website Sonae: available at https://www.sonae.pt/en/ , the Sonae´s official website has specific 
spaces to publish more information about the project, developments and opinion articles.  

 Social media: Sonae has a specific page on Twitter and two pages on Linkedin – the official Sonae´s 
page and a specific page to Innovation projects and initiatives. With more than 50.000 followers 
(total), we use these channels to communicate different steps of the projects and important updates. 

 Retail Book of Innovation: annually, Sonae launch the “Retail Book of Innovation”, an English 
publication that shows the most relevant R&D+I projects, facts and numbers of the last year. The 
book is available online, on Sonae´s official website and it is send to different partners around the 
World. 

 Internal Communication: the corporate magazine (NOS MC, edited in Portuguese) and internal 
newsletter (Our Circle, edited in Portuguese and Spanish) are two different channels to activate the 
project through our own channels. 

 Media: other formats can be considered, namely Portuguese magazines/newspaper articles and 
interviews at a later stage of the project to communicate results and conclusions. 

 Event participations: Sonae is often invited to speak in R&D+I conferences and events, in which the 
project can be mentioned. 

  

http://www.ertzaintza.net/
https://www.sonae.pt/en/
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6. Communication Report 

All communication activities have been classified in 6 essential groups: 

1. Graphic identity and Branding 

2. Web Platform 

3. Press and campaigns 

4. Events 

5. Collaborations with other R&D projects 

6. Dissemination activities 

6.1 Graphic Identity and Branding 

At the beginning of the project, the Graphic Identity of ARIES was designed comprising the following 
elements: the project Logo (see Figure 6 ARIES logo), visual identity of the project, and a promotional poster 
(see Figure 4 ARIES Poster). 

The ARIES Poster will be very soon exhibited at the EAB Research Conference (see Table 8 ARIES Participation 
Events). 
  

ARIES: ReliAble euRopean Identity 
EcoSystem 

 

Reduce identity crimes by setting up a 
reliable identity ecosystem that strengthens 
the link between physical documents and 
biometric and digital identities. 

 

 Develop a secure infrastructure able 
to derive digital identities 
considering different levels of 
assurance. 

 Provide secure storage solutions 
(mobile and server) to enable 
preservation and secure operation 
of digital identities in secured 
devices and smartphones. 

Figure 5 ARIES Poster Text 

Figure 4 ARIES Poster 
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The ARIES logo has been designed around 11 templates with different purposes: templates for power-point 
presentations, agenda meetings, deliverables… 

6.2 Web Platform 

6.2.1Project website 

http://aries-project.eu/ is an informational website. It is a means to communicate the results of the project 
and to regularly report about its activities and achievements to the wide public.  

Five main KPIs were selected in order to have a measure about its evolution and the repercussion of the 
uploaded content: 

 SESSIONS: Total number of sessions within the date range. A session is the period of time that a user 
is actively engaged with the website, app, etc.  

 NUMBER OF VISITORS: Users that have had at least one session within the selected date range. 
Includes new and returning users. 

 % NEW SESSIONS: An estimated percentage of first time visits. 

 AVERAGE SESSION DURATION: The average length of a session. 

To know if the performance of our website is aligned with other European projects, we have established for 
the first time targets to achieve by the end of the project, as a realistic motivation to continue feeding the 
website with relevant content. 

With this goal in mind, we have made a benchmark [16]  looking for the data of two other websites with 
duration (three years, one project is on-going and another one finished at the end of 2016) and topics 
(privacy and security) similar to ARIES. 

METRIC Total  Y1 
Target Y1 

(Blind 

Benchmarking) 

% achieved 
Target M30 

(Blind 

Benchmarking) 

% achieved 

SESSIONS 1.601 2.000 80% 7.000 23% 

USERS 1.129 1.500 75% 5.000 22% 

Table 4 Benchmark Sessions and Users 

 

ARIES logo designed as visual identity of the 
project captures its main key features: 

Identity (online and offline) and biometrics. 

Figure 6 ARIES logo 
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For sessions and users, the main metrics to measure the traffic brought to the website, we can find that the 
performance of ARIES is good but a little behind schedule with approximately 80% achieved for “Sessions” 
and 75% for “Users”. 

We have in front of us 18 months remaining to the end of the project, and we need to be more proactive if 
we want to reach the final goals established for the website. 

So far, we only have achieved around a 23% of the final targets. Due to the project being 30 months in 
length; we should be near by 40% achieved to be aligned with the final objectives. This is going to be a key 
point of our communication strategy for the upcoming months. 

We have also compared other metrics, rather than establishing a target, to know if the performance of ARIES 
website is aligned with other European projects. 

 

METRIC Average  Y1 Reference 
value 

AVERAGE 

SESSION 
DURATION 

(min:sec) 

2:50 2:00 

NUMBER NEW 
VISITORS 70% 73% 

                                                                                                                     Table 5 Other KPIs for the website 

 

 

6.2.2 Social networks 

A Twitter account was created for ARIES to disseminate relevant news about the project.  

 Twitter account: https://twitter.com/AriesH2020 

 

We have made a similar exercise than in the previous section to know better our performance in social 
networks compared with the results of similar websites.  

At the moment of closing this deliverable, we have in Twitte r 101 followers, so the target for Y1 (100 
followers) has been met. 

 

METRIC Total  Y1 Target Y1 Final Target 

 

101 100 250 

                                                                                                                       Table 6 KPIs Social Networks 

 

 

 

 

Some examples of published tweets along this year: 

We can find than the average session duration 
can be considered better than the other 
websites selected for the benchmark. 

An ARIES website visitor spends 30 seconds 
more in the website than the average of the two 
websites taken as reference. 

The percentage of new visitors is usually ranging 
between 60%-75%. 

In this sense, we observe that ARIES is aligned 
with this trend. 

Most of the visitors which enter the website are 
new visitors. 

 

It is necessary to intensify our activity in twitter, 
strengthening the liaisons with other European 
projects, and also promoting the offline 
activities, to gain engagement with the 
addressed targets and our communication 
channels to meet the final target. 

 

https://twitter.com/AriesH2020
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Figure 8 Tweet announcing CITE Workshop 

 

 

 

Figure 10 ARIES Consortium Meeting 

  

Figure 7 Tweet with link to ARIES Presentation 

Figure 9 Atos Spain announce ARIES launch project (in 
Spanish) 
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6.3 Press and Campaigns 

In this section we include publications addressed to general public as Press Releases or articles in magazines 
for general public interested in technology news. 

According to these criteria, we have launched eight actions, described in the table below. Besides, there are 
three articles planned for upcoming months by POOC (see Individual Communication Plans). 

In the next page, we include the screenshots of the three main publications related to ARIES in its first year of 
existence. 

 

 

# Type of activity Articles Date 
Responsible 

partner 

1 

Non-scientif ic and non-

peer-reviewed publication 
(popularised publication) 

ERCIM News Nº 109: “ARIES Reliable Identity Ecosystem” 

https://ercim-news.ercim.eu/en109/r-i/aries-reliable-european-
identity-ecosystem 

Apri l ´17 
ATOS 

UMU 

2 

Non-scientif ic and non-
peer-reviewed publication 
(popularised publication) 

ARI Booklet 2017 

Atos Research & Innovation annual overview of all research and 
innovation projects. 

https://atos.net/wp-content/uploads/2017/01/atos-ari-2016.pdf 

(see page 42) 

January´17 ATOS 

3 
Communication Campaign 
(e.g. Radio, TV) 

Radio Interview (Cadena Cope)  

http://www.cope.es/player/nombre=1-h30----programa-la-noche-
de-cope-
lanocheconcabeza26id=2017020703220001%26activo=10 

February´17 ATOS 

4 
Communication Campaign 
(e.g. Radio, TV) 

Radio Interview (Capital radio) 

Link non available. 
November´16 ATOS 

5 Press Release 
Publication of Official Press Release of the Project 

https://www.um.es/actualidad/gabinete-
prensa.php?accion=vernota&idnota=57201  

November´16 UMU 

6 Press Release 
Publication of Official Press Release of the Project 

http://www.saher-uk.com/news/launch-of-aries-project-to-
reduce-identity-crimes-enhancing-end-user-empowerment-and 

October´16 SAHER 

7 Press Release 

Publication of Official Press Release of the Project 

https://atos.net/es/2016/comunicados-de-prensa-
es_2016_10_25/es-pr-
2016_10_25_01?utm_source=es.atos.net/es-es/home/quienes-
somos/noticias-y-eventos/noticias/2016/pr-
2016_10_25_01.html&utm_medium=301  

October´16 ATOS 

8 Press Release 

First ARIES Press Release 

“Launch of ARIES project to reduce identity crimes, enhancing 
end-user empowerment and convenience in the use of mobile 
identity”. 

Press release with the announcement of the launch of the project. 

October´16 ATOS 

Table 7 Press and Campaigns 

https://atos.net/es/2016/comunicados-de-prensa-es_2016_10_25/es-pr-2016_10_25_01?utm_source=es.atos.net/es-es/home/quienes-somos/noticias-y-eventos/noticias/2016/pr-2016_10_25_01.html&utm_medium=301
https://atos.net/es/2016/comunicados-de-prensa-es_2016_10_25/es-pr-2016_10_25_01?utm_source=es.atos.net/es-es/home/quienes-somos/noticias-y-eventos/noticias/2016/pr-2016_10_25_01.html&utm_medium=301
https://atos.net/es/2016/comunicados-de-prensa-es_2016_10_25/es-pr-2016_10_25_01?utm_source=es.atos.net/es-es/home/quienes-somos/noticias-y-eventos/noticias/2016/pr-2016_10_25_01.html&utm_medium=301
https://atos.net/es/2016/comunicados-de-prensa-es_2016_10_25/es-pr-2016_10_25_01?utm_source=es.atos.net/es-es/home/quienes-somos/noticias-y-eventos/noticias/2016/pr-2016_10_25_01.html&utm_medium=301
https://atos.net/es/2016/comunicados-de-prensa-es_2016_10_25/es-pr-2016_10_25_01?utm_source=es.atos.net/es-es/home/quienes-somos/noticias-y-eventos/noticias/2016/pr-2016_10_25_01.html&utm_medium=301
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Figure 13 ARIES Press Release 

Figure 12 ARI Booklet Figure 11 Article ERCIM News 
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6.4 Events 

We can report a high activity in well-known events to represent ARIES. 

ARIES project has been presented at annual privacy conferences as the Privacy Annual Forum, the EEMA 
Annual Conference, or other conferences related with technologies in the core of ARIES, e.g. Porvoo 19, 
conference focused on what comes next regarding interoperable identity schemes, Biometrics Institute 
Privacy focused on biometry technology, or Borders a Digital Identity in the DSM.  

The interest generated by ARIES in these conferences confirms that the project is aligned with the main 
concerns and challenges of the technological European society. 

The Police and Crime Commissioner of West Yorkshire has performed a remarkable role communicating the 
project. They have presented the project to several units of the local and national English authorities to 
disseminate and also network with police office staff interested in prevention of identity fraud. They have 
presented ARIES to: 

 West Mercia Police 
 Regional cyber Crime Unit in West Yorkshire Police 
 Cyber Crime Independent Advisory Group 

 ID Crime Working Group meeting with City of London police/ home office staff 
 Regional Ports and Borders staff 

 

Besides, there are several planned talks in different conferences for upcoming months: 

 EAB Research Projects Conference: ARIES will be presented in this conference, with an expected 
audience of more than 1.000 attendants at Darmstadt (Germany). Planned by September 2017.  

 World e-ID & CyberSecurity - Digital Identity and Data Protection for Citizens and Businesses: The 
project will be presented in this conference for scientific community and industry, in Marseille 
(France). Planned by September of 2017. 

 ARIES to be presented at the 'European Researcher's Night' event to take place at the University of 
Huddersfield. The event will raise awareness of ARIES activities to a broad research audience at one 
of the largest universities in the UK. Planned by September of 2017. 

 UK-Netherlands annual Innovation Knowledge Sharing meeting 2017. ARIES will be discussed in this 
year’s meeting focused around Cyber Crime. Planned by November 2017. 

 ARIES will be presented at the UK'S Innovation in Policing conference to be held at the Emergency 
Planning College of the British Government's Cabinet Office. The conference will be attended by 100 
delegates from first - responder emergency services, showcasing the latest developments in Police 
research and innovation activity. Planned by February 2018. 
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The following table summarizes the list of participation in events of the consortium to present ARIES:  

 

# Type  Activity Description Type of Audience 
Size of 

Audience 
Involved 

Beneficiaries 
Location, 
Date 

1 
Organization of 
a conference/ 

workshop 

CITE 2017: The 1st International Workshop 

on Creating Identity – Trustworthy 
Ecosystems 

https://www.ares-
conference.eu/workshops/cite-2017/ 

Workshop held jointly with LIGHTest 

Scientific 
Community 

(higher education, 
Research) 

>1000 ATOS 

Reggio 
(Italy) 

August 2017 

2 Participation to 

a conference 

EEMA 30th Annual Conference - Privacy vs 
Identity Opportunities and Challenges  

Presentation of ARIES with focus on Privacy 
Vs identity topic. 

Scientific 
Community 

(higher education, 

Research) and 
Government 

>1000 SAHER 
London (UK) 

July 2017 

3 Participation to 
a conference 

AFP2017 - ENISA Annual Privacy Forum 
2017 

http://privacyforum.eu/ 

Presentation about ARIES project. 

Scientific 
Community 

(higher education, 
Research) and 

Government 

60 ATOS 

Vienna 
(Austria), 

June 2017 

4 Participation to 
a conference 

Porvoo 19: Identity in a changing world 
May 25th/26th 

http://porvoo19.eu/ 

Presentation of ARIES project. 

Scientific 

Community 
(higher education, 

Research) and 
Government 

50 ATOS 
Rome (Italy), 

May 2017 

5 Participation to 
a workshop 

Presentation of the ARIES project to West 
Mercia Police during a knowledge exchange 
meeting.  

Policy-makers 10 POCC May 2017 

6 Participation to 
a conference 

Borders and digital identity in the DSM, 
Labour party. Beverly (UK) 

Speaker (Juliet Lodge) on Borders and digital 
identity in the DSM 

Industry and 
Government 

>1000 SAHER 

Beverly (UK) 

January 

2017 

7 Participation to 
a conference 

 ID Crime Working Group meeting 

Presentation of ARIES and network with 
other police/home office staff on the issue 
of identity crime and biometric document 
security. 

Local authorities 25 POCC 
London (UK) 

March 2017 

8 
Participation to 

a conference 

Biometrics Institute Privacy 

http://www.biometricsinstitute.org/events.
php/630/biometrics-institute-privacy-
briefing-in-conversation-with-the-privacy-
experts 

Scientific 
Community 

(higher education, 
Research) and 

Government 

>1000 SAHER 

London (UK) 

November 
2016 

9 Other Advisory Group meeting at Sky HQ 

Public Sector, 
Industry and 

Charities 
interested in 

CyberSecurity 

30 POCC 
October 
2016 

10 Other Presentation of the project to the Regional 
Cyber Crime Unit in West Yorkshire Police. 

Policy-makers 2 POCC 
January  

2016 

Table 8 ARIES Participation Events 
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6.4.1 CITE Workshop 2017 

 

In this section we have to stand out at the CITE Workshop as this is the most ambitious event organized this 
1st year by ARIES to promote the topics of the project. 

This workshop, co-organized by the EU-H2020 projects ARIES and LIGHTest was entitled “Creating Identity - 
Trustworthy Ecosystems”.  

The workshop has taken place on the 29th August 2017, in Reggio, Italy. 

This workshop aimed at discussing the challenges deriving from a digital environment where there is an 
increasing amount of identity crimes, and at the same time there is the need for a trustworthy ecosystem to 
verify virtual identities in order to take advantage of the new paradigm in the growing digital market.  

The event has been articulated around several talks from different EU R&D projects around the central topic 
of trust and identity, with a final networking session, as a space where experts can present and exchange 
their views on digital trust and Identity challenges, as well as to give the audience the opportunity to interact 
with the speakers. 

The agenda of the workshop mainly composed by members of both LIGHTest and ARIES consortiums. As an 
invited speaker, Stephan Krenn gave a talk about CREDENTIAL, which shares key features with the projects 
organizers. The essence of CREDENTIAL is to create an offering of cloud based services for storing, managing 
and sharing digital identity and personal data. 

 

Tuesday, the 29th of August 2017 

1st slot (11:00 h – 12:30h) 

11:00 h “Identity and Trustworthy Ecosystem” - Jon Shamah (EEMA) 

11:30 h “Introduction to ARIES” - Eduardo González (Atos) 

11:40 h “Introduction to LIGHTEST” - Heiko Roßnagel (Fraunhofer) 

11:50 h “The Aries Ecosystem“ - Jorge Bernal (University of Murcia) 

12:10 h “The LIGHTest reference architecture” - Sven Wagner (University of Stuttgart) 

Lunch (12:30 h – 13:30h) 

2nd slot (13:30 h – 15:00h) 

13: 30 h 
“Blockchain-based Smart Contracts for Accountable Data Usage Control” -  

Ricardo Neisse (European Commission Joint Research Center) 

13: 50 h 
“DNS as the Foundation of the LIGHTest Infrastructure” - Martin Hoffmann  

(NLNet Labs) 

14: 10 h 
“CREDENTIAL - Towards a Cloud-Based yet Privacy-Friendly Identity Provider” - 

Stephan Krenn AIT Austrian Institute of Technology GmbH 

14:30 h Panel discussion  

15:00 h Wrap-up 

TOTAL DURATION 180 min 

Table 9 Agenda for CITE Workshop 
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6.5 Collaboration with other R&D Projects 

The following projects (in alphabetical order) are considered good candidates to establish liaisons with in 
terms of joint promotional activities, but also from an exploitation perspective (to be developed in the task 
5.2).  

 

 

# Project Name Brief description of the project Type of liaison 

1 

LIGHTest 

Lightweight Infrastructure 
for Global Heterogeneous Trust 
management in support of an 
open Ecosystem of Stakeholders 
and Trust schemes. 

http://lightest.eu/ 

Trust and Identity 

Global, cross-domain trust infrastructure 
that renders it transparent and easy for 
verifiers to evaluate electronic transactions 
and make domain-specific trust decisions, 

querying different trust authorities world-
wide and combining trust aspects. 

CITE Workshop 2017 at ARES 

Conference organized jointly, 
starting from the common technical 
topics. 

https://www.ares-

conference.eu/workshops/cite-
2017/ 

2 

RECRED 

Real-world Identities to Privacy-
preserving and Attribute-based 
CREDentials for Device-centric 
Access Control 

http://www.recred.eu/ 

The objective of the ReCRED project is to 
design and implement mechanisms that 

anchor all  access control (AC) needs to 
mobile devices that users habitually use and 
carry. 

ARIES was presented to RECRED 
attendants at EEMA Conference. 

Currently, the scientific coordinator 
is exploring the synergies between 
the technical aspects of both 

projects and future collaboration 
possibil ities. 

3 

KONFIDO 

Secure and Trusted Paradigm for 
Interoperable eHealth Services 

http://www.konfido-
project.eu/konfido/ 

KONFIDO aims at creating a scalable and 
holistic paradigm for secure inner and cross -

border exchange, storage and overall  
handling of healthcare data in a legal and 
ethical way both at national and European 

level. 

First initial contact at EEMA 
Conference. 

Pending to set a confcall  to explore 

synergies between the technical 
aspects of both projects and future 
collaboration possibil ities  

 

4 

bIoTope 

Building an IoT Open Innovation 
Ecosystem for connected Smart 
Objects 

http://www.biotope-project.eu/ 

The bIoTope project lays the foundation for 
creating open innovation ecosystems by 

providing a platform that enables companies 
to easily create new IoT systems and to 
rapidly harness available information using 
advanced Systems-of-Systems (SoS) 

capabilities for Connected Smart Objects –
 with minimal investment. 

Identified project to explore future 
collaborations. 

Contact not started yet. 

 

5 

EKSISTENZ 

http://eksistenz.eu/ 

 

EKSISTENZ aims to deliver a set of innovative 
and interoperable tools, procedures, 

methods and processes that will  tackle 
identity theft in the EU.  

EKSISTENZ presented their work at 
the EEMA Conference. 

6 ORIGINS 

The underlying idea of ORIGINS is to 
improve the security and therefore to 

restore the confidence in the application 
process and issuance of e-passports, by 
fi l l ing the gaps in security of breeder 

documents.  

Identified project to explore future 
collaborations. 

Contact not started yet. 

Table 10 Collaboration with other projects 
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7. Key Performance Indicators Summary 

This table collects the quantitative summary with the whole set of activities performed between September 
2016 and August 2017. 

 

# Key Performance Indicators Cuantitative measure 

1 Graphic identity and Branding 

 
 Materia l  dis tributed  

 1 ARIES Poster 
 1 ARIES logo 

 11 ARIES templates  for di fferent purposes : 
presentations  in power point, del iverables , 
meeting agendas , minutes… 

2 Web Platform 

  Data analytics  webs i te  
 Fol lowers  and members  of socia l  networks  

 1.369 Sessions (achieved 20% of the final target)  
 995 Users  (achieved 20% of the fina l  target) 

 89 Fol lowers  (Target: 250 fol lowers ) 

3 Press and Campaigns 

 
 Number of Publ ications  
 Number of collaborations with other media  (TV, 

radio…etc) 

 1 officia l  press  release  
 3 publication of the PR in corporate websites  of  

the partners . 
 2 Non-Scientific publications : ERCIM News and 

ARI Booklet 

 2 radio interviews : Cadena COPE and Capita l  
Radio 

4 Events 

  Organization/ Participation in a  Conference or 
Workshop 

 Organization of a  scientific workshop: CITE 2017 

 9 ARIES presentations  in wel l -known 
conferences   

6 Collaboration with R&D Projects 

  Joint activi ties  with other European Projects  

 Organization of a  joint workshop with another 

H2020 project: LIGHTest 
 Ini tial contact with other 2 European projects : 

KOFIDO and RECRED 
 Identi fied project for future col laborations : 

bIoTope 

Table 11 Summary of key performance indicators 
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8. Conclusions and Next Steps 

In this first year report, we can find a good balance of communication activities, a high number of 
attendances to events, publications, and even the use of other means, less usual in European projects, for 
example radio interviews. 

A highlight is the workshop organized for ARES Conference, demonstrating that we can set up an event with 
high quality.  

All the performed activities have been supported by a branding identity, and online tools.  

For the following year, after analysing the information reported, we would like to keep improving in the KPIs 
of the website of the project, and its associated social  media account in Twitter. We have established a set of 
realistic KPIs in the main metrics to measure the activity of a website, as users and sessions, and we want to 
bring more visitors, and to increase the interaction between our offline activities as the CITE workshop, and 
the website of the project. 

We also want to intensify the liaisons with other projects with similar topics to ARIES, to create community 
around the topics of trust and identity, not such extended as other ones within the EU cybersecurity 
research. 

Next year we will present our first results, so our main goal is to ke ep a constant rate of participation in 
events and publications, to strengthen the relationships with other projects, and to improve the metrics of 
our website.  

This set of actions will be framed in a phase more focused on the exploitation, so communicatio n will be 
appropriately oriented to the industry, and those targets with the potential of becoming customers of the 
ARIES exploitable items. 
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