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Executive Summary 
 

This document sets out the approach, planning and gathering of data required to evaluate the second iteration 
of the ARIES ecosystem.  The document will describe in detail the scale and challenges of holding an exercise 
in an international airport on airside during business hours. The document will establish the link between the 
activities that took place during the airport pilot and the five main objectives for the demonstrator highlighted 
in D4.2.  

 

This document will also include a description of the undertaking of an ethical assessment and will define the 
methodology used in the pilot to ensure an ethical approach was taken during the demonstrator. 

 

The document defines the final “use cases” and shows how they were translated into active storyboards for 
participants to role play and explore the ARIES concept and software in a realistic operational environment. It 
defines the participants identified from end users and stakeholders and describes the methodology used to 
gather the qualitative and quantitative data. The report will highlight where and how the qualitative and 
quantitative data was gathered and show how the data aligns to the key performance indicators defined for 
the project.  

 

This document will include; lessons learned during the demonstrator, challenges, operational guidance and 
guidance for citizens to help prevent them from becoming victims of crime.  

 

Finally, this report will make some recommendations for the continued progress and development of ARIES 
ecosystem.  
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1 Introduction 
In July 2018 the first iteration of the ARIES mobile device app was demonstrated with stakeholders and end 
users from an airport, Jet2.com, North East Counter Terrorist Unit and an airport retailer store. Direct feedback 
was taken on the day from individuals which further influenced the refinement of the ARIES technology in 
readiness for the second iteration planned for later that year. 

 

The aim of this second iteration demonstrator is to show how effective ARIES is in issuing virtual credentials in 
an operational environment which requires the highest level of assurance and eligibility. This pilot will show 
how a virtual identity or vID could become a means to prove a person’s identity to the highest level, whilst 
maintaining a level of security that protects citizens’ credentials and an identity with assurances to service 
providers and border officials, that the person is eligible to travel, or purchase items that are restricted by 
legislation.  The pilot will focus on methods of crime prevention to help people from becoming a victim of 
identity theft, as opposed to recovery after their credentials have been compromised.  
 

1.1 Purpose of the Document 

The purpose of this document is to explain, review and report the work carried out in the airport demonstrator 
stages of the ARIES project, it will focus on the activities accomplished in work package four, task T4.4 Identity 
virtualization prototype demonstrator. It will include all the results in line with what was specified in D4.2 
ARIES demonstration and evaluation plan. 
 

1.2 Relation to other project work 

This document is linked and derives from the development work completed in work package three 
strengthening the technology for ID, this work package was completed by the ARIES project technical partners. 
It is the culmination of this work and the testing of the ARIES prototype with potential end users. 
 

1.3 Structure of the document  

The demonstration planning and delivery, related ethical assessment and the demonstrator evaluation results 
will be presented in this document. How the key performance indicators relate to the gathering method and 
both how the qualitative and quantitative data was gathered during the pilot. Finally, recommendations and a 
look at how in the future the ARIES concept might be further developed. 
 

1.4 Glossary 

Enrolment   Process that enables users to obtain a new ARIES virtual ID in the ARIES 
ecosystem 

End-user Final real or potential user of a product or service in the market. 

GDPR General Data Protection Regulation 

ARIES ARIES Project: ReliAble euRopean Identity EcoSystem 

KPI Key Performance Indicator 

eID Electronic identity  

EIA Ethical Impact Assessment 

vID Virtual Identity  

ID Identity 
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2 Planning and Delivery 
The planning began in January 2018 and a meeting structure was established with key partners. These took 
place online and at opportunities during consortium events. The frequency of online meetings was increased 
from March onwards to bi-weekly. The meetings focused on refining the platform functionality and defining 
“use cases”, with the planning of logistics and final storyboards following as time progressed over the summer 
and into autumn. Minutes from the meetings were recorded and exception reports were given by key partners 
based on the actions list, planning and logistics document and suggested timescales; these were all monitored 
and recorded.  

 

Over a period of months this helped establish the approximate date where the development of the ARIES 
technology and the availability of the venue would be at its most optimum. Also during this period, two 
stakeholder meetings were held at Leeds/Bradford airport, to help develop and shape the technology with 
direct end user feedback; this established the end users, refined the use cases and identified who would play 
a key role in the demonstrator.  

 

Consultation with the airport, Jet2.com, Border force and a retail outlet, identified that the optimum time 
during 2018 for holding the pilot was the month of November, on a Wednesday between the hours of 11.30 
and 15.30h. This was when the airport had the least flights and passengers in the terminal building, staff 
availability was at its most convenient and it would minimise the disruption to normal business in the airport.  

 

The airport is a secure location, with security procedures and processes in place that have to be adhered to 
twenty-four hours a day, three hundred and sixty five days a year. This meant that all partners and participants 
had to clear security and be escorted by a port police officer at a ratio of one officer to five persons.  

All personnel and equipment had to clear not only the airport security screening, but also the normal passenger 
screening process, to get from landside to airside of the airport.   

 

This additional security required from using an operational venue, increased the challenges faced by the ARIES 
partners. It influenced both the logistics and timings during the day. It also defined that the pilot had to take 
place in a small time period between 11.30h and 15.30h. The plan had to enable all the partners and 
participants to cross back and forth from land to airside and still complete the study in the time-frame given. 
The added risk with using an operational airport, is that due to a security or environmental incident, the venue 
could delay or cancel the event taking place at very short notice. To mitigate that risk, an alternative location 
in Leeds was secured and identified as a contingency plan. 

 

2.1 Demonstrator Venue 

The venue of the demonstrator was a crucial and unique location. It held challenges in bringing an innovative 
concept prototype into a realistic operational environment. The location chosen was the Leeds/Bradford 
International Airport at Yeadon, in the City of Leeds, West Yorkshire, England. It opened in October 1931 and 
serves the cities of Leeds and Bradford, as well as the wider Yorkshire region. It is also the largest airport within 
Yorkshire.  

 

The airlines at Leeds/Bradford Airport fly to many domestic and European destinations. Based on the number 
of passengers handled in 2016, Leeds Bradford was the 15th busiest airport in the UK. It is the commercial base 
for airline companies Jet2.com, Eastern Airways and Ryanair and other seasonal airlines also operate from this 
airport.  
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This location chosen for the demonstrator pilot, had far greater challenges to overcome than normal locations; 
this was due to the secure nature of the site and the need to occupy the airport on airside, to perform an 
operational test on the ARIES prototype in a controlled access environment. 

 

2.2 Demonstrator size and scale 

The ARIES description of work indicates that the pilots should be based around a demonstrator and not a large 
scale exercise. After consultation with the airport, Jet2.com, retail outlet and the airport police, partners 
identified that it would be too disruptive to perform a large pilot exercise with many participants in an 
operational airport environment. To minimise disruption to normal business and consider passenger safety at 
all times, a small demonstrator pilot took place, engaging voluntary key participants who were carefully 
identified from public and private end user organisations in the Yorkshire Region. 

 

2.3 End users participants  

Key end users who would directly benefit from engaging with the ARIES research project were identified as 
AMP Capital (owners of Leeds/Bradford Airport), Jet2.com, West Yorkshire Police and a retail store. The 
consultation began from the outset of the ARIES project and was further revitalised closer to the 
implementation of the pilot demonstrator. During the final consultation period it was agreed that each 
organisation would participate in the pilot and would make two or more members of staff available on the 
day.  

 

 

Number Title Participant Role Description 

1 Jet2.com Head of Ground 
Operations 

Role play a passenger using the ARIES app on a smart 
phone which will be provided. 

2 Jet2.com  Ground 
Operations 
Executive 

Role play Passenger 

3 Airport  Airport Passenger 
Services Duty 

Manager 

Role play Passenger 

4 Airport Senior Manager - 
Security and 

Passenger 
Services 

Role play Passenger 

5 Retailer Senior Manager Role play Passenger 

6 Retailer Team Member Role play Shop Assistant 

7 WYP Police Constable 
Mobile Data 

Team 

Role play Passenger  

8 WYP Detective 
Constable 

Cybercrime Unit 
and Foundation 

Training 

Role play Passenger 
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9 WYP Police Staff 
Multimedia 

Training Team 

Role play Passenger 

10 WYP Police Staff 
Strategy and 

Force 
Performance 
Department 

Role play Passenger 

11 WYP Force Crime 
Prevention 

Officer 

Role play Passenger 

12 WYP North East 
Counter 

Terrorism officer 

Role play Passenger 

Table 1: Participant's roles 

 

2.4 Pilot Delivery  

The delivery of the pilot took place on airside at a boarding gate and at a cashier till in the retail store. 
Consultation with end users identified the dates 20th and 21st of November were the optimum days of that 
month when the pilot could take place. The 20th would be an opportunity to assemble and test the equipment 
in location and to make any final adjustments to the logistics agenda and the participant’s storyboards.  

The date of the 21st was circulated to the participants along with a written agenda laying out the logistics of 
the movement from landside of the airport to airside. Approximate timescales and a briefing document with 
suggestions on dress code, travel information and parking arrangements were all included in the information 
pack sent to all the participants. 

 

The first security step to complete, was to collect a security pass to distinguish the pilot’s guests and 
participants from passengers and staff working at the airport. This had to be issued at the security office before 
they could move to the security screening process.  

 

In order to accomplish the pilot taking place in a live Airport environment, all the participants and their 
personal effects had to go through the normal airport security screening process, in order to travel from 
landside to airside. To maximize efficiency and reduce the time it took to accomplish this on both days, the 
equipment box and paper information sheets were taken though this process on the 20th and secured on 
airside in readiness for the pilot on the 21st.     

 

On the 20th of November only the key technical partners and the host planning partner attended to perform 
the test run. The testing on the 20th began at the retail store; this was the first opportunity for all the technical 
team to see the area they had to work in and address the challenge of where, how and who would perform 
each task required with the participants. The final refinements were agreed and noted down for reference. 
This included the location of the equipment, who would present and support the demonstration and who 
would be responsible for collating feedback. Partners quickly with minimal disruption to shoppers, set up and 
tested the equipment required for the 21st. They then moved from the departure lounge to the designated 
boarding gates No. 9 and 10.  This is a prefabricated building, adjacent to the terminal building and separated 
by a long undercover outside walkway with security access doors. Once in the building, the technical partners 
quickly set up and tested the light levels, 4g connectivity, ARIES app and the facial recognition equipment, 
along with again a final run through of how and who would perform each task required with the participants. 
They then returned to the landside and handed the security passes to the airport police; these passes already 
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being in place meant that the technical partners had already been given security clearance and could on the 
21st be the first to arrive on airside at the boarding gates, to set up and test the equipment before the 
participants arrived. This was completed in good time and created a natural flow to the rest of the day, which 
meant the pilot successfully ran on schedule. 

 

The morning of the 21st started with all the partners and participants meeting on landside in the airport 
terminal. All the new partners and participants had to be security screened and escorted to the security office 
to collect a security pass and then pass though the normal passenger screening process to move from landside 
to airside of the airport.   

 

Once all the partners and participants were assembled in Boarding Gate area 9 and 10, a safety and welfare 
briefing was held, which included: safe movement on the runway apron; fire alarm tests and assembly points, 
including how we would move to a safe location in an emergency; the wearing of high visibility vests; comfort 
breaks and refreshments.  An overview of the project was provided by partners and a hand-out brochure was 
available for each participant to read and take away with them.   Participants were given an explanation of the 
ethical considerations, including the requirement to complete a consent form to take part and also of the 
evaluation process and completion of the feedback forms; the participants were given the opportunity to ask 
questions about each aspect. The briefing document, brochure, agenda for both days and the information and 
consent forms can all be found in the Appendix of this document, along with the generic questionnaire 
containing all the questions in one document. 

 

2.5 Pilot participation   
Once the participants had read the information sheet, all participants gave written consent to continue and 
take part in the main pilot exercise. The first part of which took place at the boarding gate and involved 
participants listed in table one which included, Head of Ground Operations, Ground Operations Executive, 
Airport Passenger Services Duty Manager, Senior Manager, Security and Passenger Services, Police Constable 
Mobile Data Team, Detective Constable Cybercrime Unit and Foundation Training, Police Staff members from 
Multimedia Training Team, Strategy and Force Performance Department, Force Crime Prevention Officer and 
a North East Counter Terrorism officer. Partners and associated partners also took part, making a total of 
fifteen participants in the boarding gate scenario.  

 

1) Setup 

The boarding gate area had been rearranged to accommodate the role-play during the session. Barrier ribbons 
were used to designate the route and path that passengers should take during the boarding process. An 
identity scanner “PENTA Scanner” which was used as a Qcode reader and a “MorphoFACE facial recognition” 
device, which was used for a live biometric capture, were situated on a table at the boarding gate.  This setup 
would simulate an automated boarding gate process and demonstrate that the biometric information held in 
the ARIES app could be compared to a live capture during boarding and securely approve the passenger, 
thereby removing the need for some of the current processes at boarding control points.  

 

2) Enrolment  

The ARIES prototype app was already installed onto four mobile devices, along with a simulated airline app. 
The first stage was for the participants to perform the enrolment process using the device and their own 
passport. During this process a live capture image of their face is part of the enrolment process. This is 
compared to the biometric information held in the passport and is a verification of identity. Multiple identities 
were enrolled on the devices and by way of a password, each person could secure their personal data on the 
device.  
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This was a timed exercise and each person was accompanied by an adjudicator. The adjudicator recorded the 
time it took in seconds to fully enrol each participant and how many times (if any) the enrolment process failed. 
This timed exercise and the number of failed attempts is part of the Key Performance Indicators outlined in 
D4.2 ARIES demonstration and evaluation plan.  

 

Additionally, during the enrolment process, some participants were asked to enrol by using one of the methods 
below: 

(1)  With an expired genuine passport. The date on the passport has expired, so it should not be able to 
complete the enrolment and create a vID using this expired passport.  
 
The passport the participants were given to use had been defaced, with the corner section of the 
passport cut off. The section removed was part of the Machine Readable Zone; this meant that the 
information cannot be collected by ARIES. Likewise, the biometric chip will have been disabled or, 
due to there not being the ability to compare the Machine Readable Zone information with the 
information contained in the chip, ARIES would fail the enrolment process. 
 

(2) With a forged passport.  
 
The passport given to the participant was a very noticeable, low quality forgery with no MRZ 
(Machine Readable Zone) lines on the main passport ID page.  Also there was no biodata chip so the 
ARIES enrolment cannot be accomplished. ARIES is not designed to detect or recognize forged 
documents and will just fail to create a vID without the key components of the MRZ and biometric 
information. 

 

(3) Using a stolen passport.  
 
The passport has a genuine MRZ (Machine Readable Zone), lines on the main passport ID page and 
a working biometric chip. However, the biodata will not match the live capture as you enrol, so ARIES 
will fail to read and match the biometric data and you cannot complete the enrolment process and 
create a vID.  

 

3) Passenger Role-play  

The participants were then asked to role-play as passengers performing a boarding process. Using the four 
devices, they were asked to line up and prepare the ARIES boarding pass on the device. This then produced a 
barcode containing both the boarding card information and the biometric information, for comparison by the 
PENTA Scanner and the MorphoFACE devices. If the comparison of the live capture and the biometric 
information resulted in a match, then a confirmation would be displayed on the MorphoFACE screen and the 
passenger could continue to board. 

 

To help demonstrate and test the security of the facial recognition technology and to maintain participant’s 
engagement, they were asked to try to pass the boarding process wearing various head garments; this served 
to obstruct the live capture, since a clear image of the face is required for comparison. This was not a timed 
exercise and has no Key Performance Indicators. These security tests can be found listed in the appendix in the 
storyboard section.  

The final section in the boarding scenario was a timed exercise. Using the four devices all the passengers were 
asked to line up in a queue and were then timed on four separate occasions going thought the boarding 
process.  

To best simulate a queue of passengers who all have their own mobile devices, the participants were organized 
in a pre-defined group and asked to queue, in order that they could be rotated four times using the four mobile 
devices in rotation. It is possible in ARIES to simulate each passenger having their own device, by creating 
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multiple different user profiles on one device. These are completed at enrolment stage and are password 
protected by the user. 

Once all the participants had completed the exercise they were asked to complete a feedback questionnaire.  

 

The below diagram shows the enrolment and boarding process followed by the participants. 

 

 

 

Figure 1: Airport demonstrator enrolment and boarding process 

 

The first section of the above figure shows the ARIES enrolment process. The middle section is the check-in 
and creation of the flight details with the airline and the final section is the boarding process and retail shopping 
experience.   

 

4) Retail store 

The second phase of the pilot took place in the retail store.  A laptop was set up on the cashier’s desk to 
simulate both the register’s screen and the customer’s screen.  As the pilot exercise took place during the 
store’s opening hours and customers were using it, there was a need to make this demonstrator as least 
intrusive as possible.  With this in mind, only the required personnel were present at the time. The participant’s 
numbers were kept to a minimum and five participants took part.  

 

5) Retail customer role-play 

A walk though demonstration was first performed for the retail manager and staff. During the demonstration, 
the staff were shown how ARIES could be used to present the information they required to approve a sale of 
a restricted item, such as alcohol or cigarettes. They were asked to consider that using a recognized vID 
provider could be an approved method of proof of identity. It was also explained that one of the objectives of 
the ARIES project is to protect customers’ personal information and not to disclose unnecessary information 
about the customer that could be stolen and used in a fraudulent act. What they see on the screen is three 
pieces of information to help them make an informed decision: 
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(1) The person’s image taken from the biometric information in their passport will be displayed 
for live comparison by the cashier. 

(2) Confirmation that they were born after 2000, which will be cumulative over time. 
(3) The customer’s final destination on their current valid boarding pass, for the day of purchase 

and travel.  

From their own mobile device, the customer has to consent to releasing the above personal data for the 
Cashier to view. 

The five customers were then asked to play out the storyboards outlined in the appendix section of this 
document and complete a relevant questionnaire. 

 

6) Demonstrator objectives 

This process accomplishes all of the five main objectives for the demonstrator, highlighted in D4.2.  

The boarding gate scenarios covers numbers one, two, four and five of the objectives below. The retail store 
purchase covers objective three.  

(1) To prevent or reduce the risk of fraudulent acts that take advantage of facility identity issuance 
procedures.  

(2) Assess the level of security assurance that can be obtained with face-to-face and self-issued 
virtual identities.  

(3) Test the identity vault components, which contain the relevant identity information previously 
generated by the user in ARIES. 

(4) To be able to check the physical and virtual identities of the citizen, especially in cases where 
an identity-related crime is at risk of happening.   

(5) Showcase the level of security and privacy that can be attained by the usage of ARIES derived 
identities, for physical access control. 

 

7) Final de-brief  

Once all the storyboards and questionnaires were completed, a final opportunity was given to all participants 
to ask questions and give any feedback not already covered in the questionnaire. All of the user profiles and 
all the vID information was deleted from each device in front of the participants. Further laboratory tests will 
be performed on the KPI’s that did not form part of the questionnaire and timing processes.  
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3 Evaluation Methodology 
The evaluation method has been directly derived from considering the Key Performance Indicators identified in D2.4, and reviewed later on in the project, 
and configuring a method of collecting and collating qualitative and quantitative data to accomplish meeting the required KPI.  

The table below shows each of the ARIES KPIs relevant to the Airport Demonstrator and the preferred method of recording the data under the heading Test 
Method. 

 

 

KPI # 

(D4.2) 

Type of 

indicator 

Indicator  Description Target 

value  

End-users/Testers Test method Responsible  

for testing 

1 Functional Number of 

evaluators 

Number of people from the target 

groups that will evaluate the 

corresponding tool 

10 General public /Associate 

partners 

Demonstrator evaluation 

number of people attending  

Sonae 

POCC 

3 Functional / 

Ethical 

Enrolment 

performance 

time 

Time needed for enrolment 3 min. General public /Associate 

partners 

Demonstrator evaluation / 

Timed exercise by adjudicator 

Sonae 

POCC 

3 Functional Boarding 

performance 

time 

Time needed for boarding procedures 10s General public /Associate 

partners 

Demonstrator evaluation / 

Timed exercise by adjudicator 

POCC 

4 Functional Failed process 

execution ratio 

Failed process execution ratio <10% General public /Associate 

partners 

Demonstrator evaluation in 

questionnaire 

Sonae 

POCC 

5 Functional Number of 

successful 

enrolment in 

ARIES 

Number of people that successfully 

complete ARIES enrolment and get an 

ARIES virtual ID  

100% General public /Associate 

partners 

Demonstrator evaluation in 

questionnaire 

Sonae 

POCC 

8 Functional / 

Ethical 

User trust perceived level of trust in ARIES and 

the use of information 

High General public /Associate 

partners 

Demonstrator evaluation in 

questionnaire 

POCC 
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13 Functional Number of 

successful 

authentications 

( boarding 

area) 

Once completed the enrolment, 

number of end users that complete the 

boarding process 

100% General public /Associate 

partners 

Demonstrator evaluation in 

questionnaire 

POCC 

14 Functional / 

ethical 

Minimal 

personal 

disclosure 

Users can be authenticated using only 

the minimal set of personal attributes 

required by the accessed device 

High General public /Associate 

partners 

Demonstrator evaluation in 

questionnaire 

POCC 

22 Functional / 

Ethical 

Look and feel perceived level of pleasantness in the 

app user interface design 

High  General public /Associate 

partners 

Demonstrator evaluation in 

questionnaire 

Sonae 

POCC 

23 Functional / 

Ethical 

Tools Usability  app user friendliness perceived by the 

user (simple to install, easy to 

navigate, provides use guidelines and 

information about problems, easy to 

remove 

High General public /Associate 

partners 

Demonstrator evaluation in 

questionnaire 

Sonae 

POCC 

25 Biometrical Biometric 

performance 

False Acceptance Rate (people that 

should be rejected that have been 

accepted) 

<0,1% General public /Associate 

partners 

ID Proofing and Biometric 

engine logs analysis 

IDEMIA 

26 Biometrical Biometric 

performance 

False Rejection Rate (people that 

should be accepted that have been 

rejected) 

<5% General public /Associate 

partners 

ID Proofing and Biometric 

engine logs analysis 

IDEMIA 

27 Security / 

Ethical 

Ethical Ethical / Tech failed enrolment data 

storage complete deletion? 

High Developers Ethical Impact assessment 

summary guide; self-

assessment checklist 

IDEMIA 

28 Security / 

Ethics 

Ethical % of registration applications / log on 

attempts rejected when the (biometric) 

information supplied is false or 

invalid 

Target 

100% 

Testers: General Public / 

Associate Partners 

Test Method: Log Analysis / 

Observation 

SAHER 

Table 2: Airport demonstrator key performance indicators 
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3.1 Key Performance Indicators gathering of data 

Indicated in the table above there are three main methods identified as collation and collection methods. 

 

3.2 Methods 

1) Timed exercise: 
This is performed by an adjudicator with a stopwatch and the time is then recorded. This also includes the 
number of system failures where the participant had to either start the process again or go back a step. 

2) Questionnaire: 
This is where the KPI information will be gathered within the questions asked of the participants at the 
end of the exercise and identifies the KPI that has an ethical consideration and has been assessed against 
the ethical framework in D4.2 ARIES Demonstration and Evaluation Plan. 

3) Laboratory test analysis: 
This data will be part of the testing carried out by the technical partners and will be reported on in D4.5 
Evaluation and Validation Report.  
 

3.3 Questionnaire  

The feedback questionnaire contained a set of generic qualitative based questions about the user experience 
during enrolment.  Further sub-sections in the questionnaire focused on questions bespoke to the stakeholders 
involved, i.e. the passengers and airline’s boarding experience and retailer’s and customer’s purchase 
experience.  The questions also aimed to explore exploitation and marketability, in terms of how likely 
passengers/customers would be to use the app if it were available and how likely a business would be to exploit 
a product like ARIES.  

 

The questionnaires were handed out at the pilot demonstrator as individual documents, each containing the 
generic questions and the bespoke questions relevant to the participating stakeholder. In the appendix of this 
document, you will find a combined version showing all the feedback questions included in the pilot; also 
indicated is the alignment of the questions to the KPIs (see the above Table 2).   
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4 Ethical assessment Methodology 
 

Introduction – Purpose of the demonstrators 

The Airport demonstrator is designed to test the use of the ARIES app with participants mimicking real-world 
scenarios, such as at the boarding gate and making an age restricted purchase at retail store.  

The purpose is two-fold: (i) to gather information on how participants use the app in the defined test airport 
scenarios, and (ii) to discover participants’ perceptions of using the ARIES solution.  

Accordingly, the ARIES team started each demonstrator with a detailed briefing and each participant was 
required to sign the consent form. Then the team will observe the participants using the app. and solution.  

 

4.1 Demonstrator procedure 

The pilot questionnaires have been designed to gather feedback informed by appropriate ethical research 
practice (outlined in D2.4 ARIES demonstration and evaluation plan and informing the ARIES project from the 
outset). 

Feedback from the questionnaires will be evaluated to inform the next steps of developing and applying the 
eID using an iterative methodological approach. It will also form part of the final evaluation of the project in 
deliverable D4.5.  The methodology is described below. 

 

4.2 Ethics in practice in the demonstrators 

An Ethical Impact Assessment (EIA) tool has been developed and implemented (see Table 3). The components 
of the EIA were described in deliverable D2.2 Socio-ethical analysis and requirements following the guidelines 
defined in WP1 by the project’s external ethical advisor (D1.2). A template was developed defining the 
component parts of such an assessment.  

A robust and consistent approach is needed in ensuring its effective implementation informing the ARIES 
solution. A ‘How to undertake an EIA’ and ensure compliance with ethical principles was developed. The 
objective is to help guide those undertaking an EIA in all future iterations of the project demonstrations and 
to help ensure that the same methodological approach is adopted for consistency and comparative purposes 
across the project.  The EIA also forms a mandatory part of a common framework of evaluation and assessment 
criteria on project demonstrations and so helps to ensure a standardised approach to all EIA implementation. 

 

4.3 Methodology 

A common set of questions for use in all iterations was developed to discover citizens’ perceptions of the 
speediness, ease of enrolment and use, acceptability, usability, efficiency, trustability and attractiveness of the 
app. In both iterations, feedback was obtained verbally from participants, and assessed. 

In the Airport scenario, the questionnaires were derived from the first iteration of the ecommerce pilot.  A 
small sample set of participants was used in the Airport demonstrator, owing to the security logistics of 
undertaking the trial in a real-world, real-time setting of a busy international airport. In addition, the small 
Airport cluster of respondents meant that participants were not allowed to communicate their experience of 
using the app to each other, until after each had separately used the app and completed and returned a 
questionnaire to the project leaders. This was necessary to avoid participants influencing each other’s 
perceptions or learning from observing how they used the app, how to fool or speed the process up. 

In addition, in the Airport demonstrator, ARIES recognises the limitations of not testing the app with persons 
who may, in the real-world, be subject to unintentional discrimination owing to infirmity, disability, lack of 
access to smart phones or unfamiliarity with technical automated processes. These matters relate to the 
observance of ethical principles of autonomy and dignity, transparency and accountability. In the real-world, 
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processes would have to be in place to ensure that such persons were not placed at a disadvantage, compared 
to those with more technical familiarity, physical capability, and so on.  In the real-world, mitigating measures 
to accommodate them would have to be immediately available. 

 

In the Airport demonstrator, oral feedback from this small set of participants was taken and fed back to the 
project, in order to describe perceptions of the acceptability, ease of use and trustability of the app.  This forms 
a vital part of the iterative approach to inform further development of the app and ARIES solution. 

 

Since ARIES eID is also geared to helping mitigate identity fraud, the Airport demonstrator used legacy 
documents, and disguises, as would occur in the real-world, to try and ‘fool’ the system-testing false 
acceptance rates and false rejection rates by attempting to claim an asserted identity falsely. 

 

This provided feedback as to the reliability and robustness of the ARIES solution.  The information and 
questionnaire feedback will be used to inform the analysis of the use cases for subsequent deliverables. 

 

4.4 Partner responsibility for checking ethical practice 

Each partner for the demonstrator was responsible for reviewing the EIA and checking that ethical guidance 
and principles were respected.  All partners were aware that the use case demonstrators cannot test 
compliance with all principles that would be relevant in the real-world.  This is acknowledged from the start. 
No minors or vulnerable people were involved in the demonstrator, however there was a good age, gender 
and ethnicity balance. 

 

Therefore, in the demonstrator, the partners focused on respect for a core set of ethical principles that can be 
observed and implemented to check for compliance.  

These are: 

 

1) Do no harm  

Ensuring that equipment and app are technically sound and no physical risks are posed. 

Ensuring that participants’ experience uncovers whether harm could arise if a person is delayed in using the 
app for whatever reason(s). Such reasons must be recorded by the partners. 

2) Autonomy 

Ensuring a participant’s autonomy is respected (right to consent/withdraw). 

3) Dignity  

Ensuring that participants dignity is maintained (showing how to use app; respect for cultural attributes (dress, 
hair styles etc). 

4) Equality 

Ensuring that all participants are treated equally and with dignity. 

5) Discrimination  

Ensuring that there is no discrimination on the basis of age, race, disability, infirmity, or cultural profiling. 

6) Privacy  

Ensuring the privacy of the participant in enrolling and using the app, and in terms of what other participants 
may see revealed on a screen, e.g. in ecommerce retailer settings; and respect for GDPR and all privacy 
legislation. 

7) Purpose minimisation 

Ensuring that the purpose for which the app is used, is clearly stated and strictly limited to that purpose. 

8) Purpose specification 
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Ensuring that the purpose is specified and that no further use for other purposes may be made of information. 

9) No linkage 

Ensuring that the information revealed by the app cannot be linked to any other information by the service 
provider. 

10) Consent  

Ensuring that the participant understands and consents to using the app and disclosing limited parts of the 
identifying information to the service provider. 

11) Function creep  

Ensuring that the information the app acquires, is not re-usable for a different function as new opportunities 
arise, without fully informed prior consent of the participant. 
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 Activity Responsible Completed Comments 

1 Re-read Ethical 
Guidance & checklist 

POCC / Saher x Standing agenda item during preparation meetings 

2 Develop questionnaires Saher / POCC x Questionnaire is not for real-world sample and does not include steps for 
demonstrating relating to ethical issues re autonomy, discrimination, and 
transparency. These can be added in any subsequent tests. 

Ethical KPIs linked  

3 Review Consent form 
for second 

demonstrator 

POCC / Saher x Consent form is appropriate for use with small set of participants. Accompanying info 
sheet will also be supplied 

 Implementation Responsible Completed Comments 

4 Recruit participants  POCC x This is purely for purposes of demonstrator and would not be used in real-world. 
Participants from airline management, airport management and retail management 
recruited 

5 Convene Group POCC / Saher x Specific H&S and security briefing given, due to test undertaken airside of airport. 
NOTE for all app trials, participants may not observe each other 

 Brief on purpose of 
activity. Allow Q &A 

POCC x Security instructions & processes to be completed, including health & safety relevant 
to airport; Time for Q&A timetabled in.  

 Distribute consent 
forms for signature 

Saher x Collect and explain how data will be destroyed at end. All participants signed prior to 
undertaking tests 

 Hand out mobile 
devices  

Explain use 

ATOS / IDEMIA / UMU X Explained alternatives to app for anyone unable to use the app (They will not join the 
pilot but in real-world scalable environment, alternatives would be available). Explain 
ethical reasons for this.  

 

 Explain time allowed to 
trial app. 

Track and record real 
time app enrolment etc 

POCC / UMU / ATOS /  

 

IDEMIA / UMU 

x NOTE that in real world, time taken may be significantly longer for certain categories 
of people with disabilities; infirm; elderly time-out of APP is extendable. 

ALL times recorded and noted. (KPI3 and 27) 
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 Distribute 
questionnaires for 
feedback. Explain 
purpose of 
questionnaire. 

Saher x Explain why participants may not observe each other (cross contamination of results; 
learning from watching others enrol). Discrete info gathering would be compromised. 
All questionnaires completed and returned with space for further comments. Each 
participant was asked to witness the deletion of their own data from the mobile 
device. 

 Collect questionnaires. 
Ask for their feedback. 
Explain how project 
leader feedback will be 
given 

POCC x Transparency and accountability. For commercial, security and technical reasons 
some interpretation by airline will not be public. All information / feedback was 
anonymous. 

KPIs 8,14 ,22,23 and 28 all collected via questionnaires 

 Ethics Responsible Completed Comments 

 Partner to review 
compliance with 

-Do no harm 

-Autonomy 

-Dignity 

-Equality 

-Discrimination 

-Privacy 

-Purpose minimisation 

-Purpose specification 

-No linkage 

 

POCC /Saher x In Airport setting, explain limitations on fulfilling ethical compliance for the purpose 
of the demonstrator only. 

In real-world ethical compliance is mandatory. 

 

 Use the ethical 
checklist and EIA 
already developed in 
the ARIES project  

POCC / Saher x Partners described best practice and gave guidance to Airports providers on ethical 
use as part of briefing and understanding of pilot 

Table 3:  Ethical impact assessment 
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5 Conclusion and Results 
The comprehensive planning and organizing along with phases of consultation with key stakeholders, 
produced a productive robust testing and evaluation pilot that ran on schedule and accomplished the five main 
objectives identified in D4.2 ARIES demonstration and evaluation plan.  

 

The main challenges of identifying and engaging stakeholders, clarifying their roles and overcoming the 
logistics of running an exercise in an operational airport, were accomplished by regular progress updates and 
phased meetings; this gave clarity of each stakeholder’s airport roles and legislative commitments and also 
outlined any limitations and gaps in their current processes. This kept the ARIES development focused on 
current issues and responsibilities faced on a daily basis and played a key role in keeping the technical solution 
intuitive and state of the art during the life cycle of the project.  

 

Early agreements reached on the scope and scale of the demonstrator and a clear understanding of what could 
be achieved in an operational environment, added to the success of the event and meant the pilot had the 
optimum number of participants from the right business areas, to give the best focused results and feedback. 

  

5.1 Results summary  

The general performance of the prototype ARIES app and the verbal feedback given by participants, highlighted 
that the participants found the app easy to use and liked the concept of holding a duplicate electronic means 
of proving their identity; they also felt they were in control of that data.   

 

With the exception of KPI 14 Minimal personal disclosure, the Airport Demonstration facilitated the testing 
and evaluation of the functionalities of the Aries Application. 

 

Participants failed to answer in full Q14 KPI 14; this resulted in no data being recorded on the participant 
facilitation pack. However, the App was fully functioning and no errors occurred during the test. The lack of 
evidence was down to human error when recording their feedback. 

 

Where Aries failed to meet the KPI, was with the enrolment on the app; most participants commented that if 
they were enrolling at home rather than within a test environment, they would not have felt the pressure that 
came with performing the task in a timed session.  

 

Comments from commercial end users focused on added security, reduced waiting times and efficiency savings 
in personnel.  Comments also included the prospect of participants being able to spend more time in the 
commercial area of the airport, if the boarding process freed up waiting time. 

 

All participants saw clear benefits of the speedy boarding process; their customer experience in this stage of 
testing was very positive. 

 

The terminology used to describe features, was highlighted as a potential barrier to users who are not as IT 
savvy and so a suggestion was made to simplify the terminology used in the Application. 

 

While most users noted “some concern” in relation to concerns over privacy, no participants said they would 
not use the app.  In fact, all users said if the app became a viable product, they would use it. 
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5.2 Results table 

Table four contains the results taken directly from the questionnaire feedback forms and the timed exercises. The results shows the KPI they relate to and 
are summarized in the conclusion section of this report.   

 

KPI 
reference 
number 

Type of 
indicator 

Indicator  Description Target 
value  

Results End-
users/Testers 

Test method 
Leeds Bradford 
Airport Demo 

1 

Functional Number of 
evaluators 

Number of people from 
the target groups that will 
evaluate the 
corresponding tool 

10 20 

General public 
/Associate 
partners 

Demonstrator 
evaluation 
number of people 
attending  

3 

Functional 
/ Ethical 

Enrolment  
performance time 

Time needed for enrolment 

3 min 

Average time was 5.02 
minutes, based on 9 
participants. Times 
ranged from 2.15 mins  to 
9.35 mins, 13 crashes in 
total 

General public 
/Associate 
partners 

Demonstrator 
evaluation / 
Timed exercise by 
adjudicator 

3 

Functional Boarding 
performance time 

Time needed for boarding 
procedures 

10s 

Average time was 14 
secs, this was based on 
16 participants. Times 
ranged from 1.5 secs to 
25 seconds. Time taken 
for 16 participants to 
board totaled 2.26 
minutes. 

General public 
/Associate 
partners 

Demonstrator 
evaluation / 
Timed exercise by 
adjudicator 

4 

Functional Failed process 
execution ratio 

Failed process execution 
ratio 

<10% 

13 Crashes took place 
before all 9 participants 
had the APP installed and 
fully functioning 

General public 
/Associate 
partners 

Demonstrator 
evaluation  in 
questionnaire 
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5 

Functional Number of 
successful 
enrolment in 
ARIES 

Number of people that 
successfully complete 
ARIES enrolment and get 
an ARIES virtual ID  

100% 100% 

General public 
/Associate 
partners 

Demonstrator 
evaluation  in 
questionnaire 

13 

Functional Number of 
successful 
authentications ( 
boarding area) 

Once completed the 
enrolment, number of end 
users that complete the 
boarding process 

100% 100% 

General public 
/Associate 
partners 

Demonstrator 
evaluation  in 
questionnaire 

8 
Functional 
/ Ethical 

User trust perceived level of trust in 
ARIES and the use of 
information 

High 77.10% 
General public 
/Associate 
partners 

Demonstrator 
evaluation  in 
questionnaire 

14 

Functional 
/ ethical 

Minimal personal 
disclosure 

Users can be 
authenticated using only 
the minimal set of 
personal attributes 
required by the accessed 
device 

High 
participants fail to 
complete this question 

General public 
/Associate 
partners 

Demonstrator 
evaluation  in 
questionnaire 

22 

Functional 
/ Ethical 

Look and feel perceived level of 
pleasantness in the app 
user interface design 

High  81% 

General public 
/Associate 
partners 

Demonstrator 
evaluation  in 
questionnaire 

23 

Functional 
/ Ethical 

Tools Usability  app user friendliness 
perceived by the user 
(simple to install, easy to 
navigate, provides use 
guidelines and information 
about problems, easy to 
remove 

High 85.60% 

General public 
/Associate 
partners 

Demonstrator 
evaluation  in 
questionnaire 

Table 4: Airport demonstrator key performance indicators results 
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6 Recommendations  
Some early suggestions on what should be strongly considered as the next steps can be made.  

These are listed below: 

 

1) The information held on the server should be independently risk assessed, to assess what information 
would be lost should a data breach happen and what risk that poses to the user. 

2) The ARIES data vault on different devices should be penetration tested by an independent body, to grade 
or assure users that their personal data is safe from hackers and fraudsters. This should be made available 
to users. 

3) ARIES allows multiple users on one device and it should be considered that the same password cannot be 
used by all the users on the device. It should allow no duplicate passwords or old passwords to be used.   

4) The use of long passwords and special characters for passwords should be encouraged and made available.   
5) Consider how the use of a secure password manager would be integrated into the ARIES app.  
6) Consider including a password strength indicator, so users can risk assess their password as they create it. 
7) Consider including a password attempts rule, to lock the ARIES app for a period of time after four attempts. 
8) A larger more citizen focused testing stage should be considered, where a large volume of users tests the 

ARIES app. 
9) ARIES should be tested using forms of identification from different countries and different breeder 

documents. 
 

Crime Prevention guidance can be found in the appendix of this document, containing both cyber and physical 
location advice.  
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1 Appendix 1  

1.1 Airport Demonstrator presentation at Bilbao airport 

 

As part of ARIES demonstration activities, the airport demonstrator uses cases were showcased at Bilbao 
airport to several project associated partners. It was a small “exploitation oriented” event. The objective was 
to collect feedback about the future adoption of ARIES technologies by industry. The information gathered will 
be used as input for the D5.2 Final Business and Exploitation Plan and Report. 

 

Bilbao Airport is a public airport located 9 km north of Bilbao, in the municipality of Loiu, in Biscay. It is the 
largest airport in the Basque Country and northern Spain, with 4,973,712 passengers in 2017. 

 

Two associate partners were invited; three attendees from AENA (Spanish airport and aerial navigation 
management agency) and two from IBERIA (Spanish airline). There were three speakers from ARIES (two from 
Ertzaintza and one from ATOS). 

 

The members of the Ertzaintza delivered a summary of the tasks assigned to its e-crime section. Then the ATOS 
speaker introduced ARIES to the audience, by means of a presentation and videos from the recently held Leeds 
Bradford airport pilot. He also gave a demonstration showing the enrolment process and the use of the 
ecommerce app.  

During the presentation the attendees made some comments and observations, and at the end of meeting a 
questionnaire was circulated to collect feedback. The reaction from the attendees was positive (reliable ID 
verification) and some valuable feedback was obtained. A brief summary is presented next: 

 

• Airlines in Spain are subject to highly restrictive legislation, therefore the implementation of ARIES would 
require a change in current legislation 

• ARIES would help airlines to achieve seamless traffic of passengers which would benefit both 

• The inclusion of boarding passes in the ARIES app (QR code) was considered a useful feature  

• The app was considered to be user friendly  

• Efficiency would depend on user uptake (passengers switching from traditional paper docs) 

• The idea of placing attribute management in the hands of the user was well accepted 
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1.2 ARIES briefing for participants at Leeds Bradford airport. 

• Welcome along to the last ARIES demonstrator.  

• The ARIES project has 9 partners who have come together over a 2 and half year project to research 
ways of preventing identity fraud. 

• This is a prototype. 

• Today we will test an Android App which can be used to prove your identity. 

• It is designed so that you are in control of the information you wish to share with a third party.  

• You will be asked to read an information sheet and sign a consent form before you start. 

• You can pull out of this exercise at any time you like without explanation. 

• During this pilot you will be able to use the App to enrol in the ARIES app and create an ARIES eID 
which will be a timed exercise, in groups of four. 

• Then we will play out some simple storyboards which will help to demonstrate the way we see the 
ARIES App being used in airports and shops in the future, should it become a commercial product. 

What is an ARIES virtual ID? 

An ARIES virtual ID is the digital equivalent of your physical identity, hosted securely electronically. It can be 
used to represent you to Service Providers both online and offline. 

How do we generate ARIES vID? 

ARIES virtual Ids are created using official nationally recognised ID documents issued by government 
organisations such as the UK passport office. They are created by a highly secure process and are fully 
encrypted.   

What is the personal information we process from these documents? 

We collect from your document the following data:  face image, birth date, name, nationality and document 
ID. You can choose voluntarily to supply additional data. We use this information exclusively to issue your 
virtual ID.  

Where is this information stored? 

Your ARIES ID is stored encrypted in your mobile phone. The ARIES system hosted on a server does not 
permanently store any of your personal data or share it with any third party.  

How can I use ARIES ID? 

You can use ARIES ID to authenticate your identity and access online digital services. For example, you can 
shop online securely or go through a recognised flight boarding process at an airport. 

What personal information is disclosed to service providers? 

Service providers often ask for some personal data for registration purposes, with ARIES you control both the 
consent and what information you share, ARIES will ensure minimal disclosure at all times.  

How long will my ARIES virtual ID last? 

There is no expiry date for your ARIES ID, it is stored on your mobile device and can be deleted by the user; 
you can also remove the whole app from your mobile device. As ARIES doesn't permanently store any personal 
data, it can’t provide services related to the access, alteration, erasure or transfer of your personal data to any 
third party. 
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1.3 ARIES Brochure for participants 
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1.4 ARIES information and Consent form  

-for participants in the Airport demonstrator    

-for respondents to the ARIES Questionnaire 

ARIES is a research project supported by the EU’s Horizon 2020 research program and will end in February 2019. 

ARIES aims to use research to find a way to reduce identity fraud for the benefit of all citizens, and to find a means to 

make citizens’ online transactions convenient, accessible, reliable, dependable and trustworthy. As a research project it 

does not aim to end with a finished commercial product, but does aim to develop a prototype system that can be tested 

and assessed for suitability. 

ARIES is a project that is designed to benefit society at large, as citizens increasingly make more use of online services 

and the European Digital Single Market becomes a reality.  

As part of the project, ARIES seeks the views of citizens about an ARIES E-identity eID) app.  The ARIES eID is designed to 

maximize a citizen’s privacy according to EU data protection principles and legal framework. Therefore, it only discloses 

the minimum amount of necessary information about the person when they seek to prove that they are who they claim 

they are.  For example, if you need to prove your age to buy age restricted items such as alcohol, the amount of 

information that is revealed about you, should only relate to you being above the minimum permissible age and not 

disclose your full credentials.  

By using an accredited form of biometric ID, such as your passport or ID card, ARIES aims to create a means of verifying 

your claim to an identity, by accessing part of your accredited ID.   

The ease and benefit of using the eID, will be tested by voluntary participants using a smart phone provided by the 

ARIES project.   

Views on using the ARIES eID will be collected via a paper questionnaire and your input is a vital part of the feedback 

needed, in helping to develop the ARIES system. 

The research is being conducted with integrity and transparency. Participants are asked to consent to participation. You 

will be informed and briefed about the project at the outset, and given the chance to ask questions. Lines of 

accountability in the project will be explained.  

The findings of the activity will only be shared securely within the ARIES project to enable the research team to validate 

that the ARIES eID meets citizens’ expectations and addresses effectively any concerns that may be raised.  

A participant or respondent is free to withdraw at any point. No data that identifies a person will be retained or shared 

for additional purposes.  

All information sharing and handling within the ARIES team complies with EU legislation. Anonymised results will be 

included in a report which will be made available within the ARIES team and to the EU research office. Project 

deliverables as a result of this work will be made available to the public at the conclusion of the work, but no personal 

information will be identifiable. 

Information will be used ethically. Confidentiality will be maintained and individual responses anonymised. Any 

information provided by a participant who withdraws from the process or part way through the questionnaire, will be 

discarded before the result. 
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  YES NO 

1 I have read the Information Sheet for this study and have had details of 

the study explained to me. 

  

2 My questions about the study have been answered to my satisfaction and 

I understand that I may ask further questions at any point. 

  

3 I understand that I am free to withdraw from the study within the time 

limits outlined in the Information Sheet, without giving a reason for my 

withdrawal or to decline to answer any particular questions in the study 

without any consequences to my future treatment by the researcher.    

  

4 I agree to provide information to the researchers under the conditions of 

confidentiality set out in the Information Sheet. 

  

5 I wish to participate in the study under the conditions set out in the 

Information Sheet. 

  

6 I consent to the information collected for the purposes of this research 

study, once anonymised (so that I cannot be identified), to be used for 

the ARIES project research purposes. 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



D4.4 – Identity virtualization prototype demonstrator 

 

Page 32 

CONSENT FORM 

Title of project: ARIES 

Please initial and sign the form giving your consent to participate in the project. 

 

1. I confirm I have read and understand the ARIES information above dated 21st November. 

I have had the opportunity to consider the information, ask questions and have had any questions answered 

satisfactorily. 

 

2. I have been told what the purpose is of collecting and analysing information resulting from my participation, and 

how information and data obtained will be used, processed, shared, and disposed of after taking part. 

3.  I understand that my participation is voluntary and that I am free to withdraw at any time without the need to 

give any reason, without prejudice and without my legal rights being affected. 

 

 

 

Participant ’s Signature : ______________________________________________ Date: ____________ 

 

Participant ‘s Name (Printed): __________________________________________________________ 

 

Contact details: _____________________________________________________________________ 

 

Researcher’s Name (Printed): Mr. Stuart Martin_____________________________________ 

 

Researcher’s Signature: ______________________________________________________________ 

Researcher's contact details: West Yorkshire Police, Laburnum road, Wakefield, WF1 3QP. 

Telephone: 01924 292207. Ext. 22207. 

stuart.martin@westyorkshire.pnn.police.uk 
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1.5 Demonstrator Daily Agenda  

 

20th November – day 1; Technical setup day  

 

    

GTO    

POCC    

UMU    

IDEMIA    

ATOS    

Function  Start 
time 

Finish time Requirements 

LBA 
security ID 

10.00  Walk from Café to collect LBA security pass.  

ID required Passport or picture driving Lic. 

Security 
checks 
landside 
to airside 

 11.00 Walk from LBA security desk to first security check point 
and pass as normal airport passengers scanning luggage, 
equipment and people.   

Security 
check 
point to 
airside 

11.00  Move from security check point to retail shop  

Call to see 
retail store 
shop cash 
register 

 11.30 First opportunity for technical partners to see both the 
cash register desk and plug points.  

Set up a 
small test  

11.30 12.00 This is an opportunity to make sure the equipment can 
be deployed on the desk near the cash register as a test. 

Lunch  12.00 13.00 Lunch in airside restaurant 

Move to 
boarding 
gate  

13.00 13.15 There are many security doors to navigate to get to 
boarding gates 9 and 10. 

Health and 
safety 
briefing 
from 
NECTU 
staff 

13.15 13.45 You will be given a full briefing from the staff on fire and 
security regulations. 

This is also an opportunity to ask questions  
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Set up and 
test 
equipment  

14.00 15.00 Setup and test all equipment that will be used on the 
pilot day. 

Move to 
NECTU 
office to 
store all 
equipment 
over night 

15.00 15.30 All equipment can be storied overnight in the conference 
room at LBA. Then everyone can be escorted back to 
landside. Hand our passes to the NECTU staff who will 
return them to security.  

 

21st November – day 2; Pilot Demonstrator  

 

    

ATOS    

ERTZ    

GTO    

POCC    

SAHER    

UMU    

IDEMIA    

ATOS    

Function  Start 
time 

Finish 
time 

Requirements 

LBA security 
ID 

08.00 08.30 Walk from Café to collect LBA security pass.  

ID required Passport or picture driving Lic. 

Security 
checks 
landside, 
airside 

08.30 09.30 Walk from LBA security desk to first security check point and pass 
as normal airport passengers scanning luggage, equipment and 
people. 

Security check 
point to 
airside 

09.30 09.45 Move from security check point to boarding gate.  

Move to 
boarding gate 

09.45 10.00 There are many security door to navigate to get to boarding gates 
9 and 10 

Health and 
safety briefing 
from NECTU 

10.00 

 

10.15 

10.15 

 

10.30 

You will be given a full briefing from the staff on fire and security 
regulations.  

Exercise briefing for participant’s role-play. Information sheet and 
Consent forms. 
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staff and then 
exercise brief.  

This is also an opportunity to ask questions 

Set up and 
test 
equipment 

10.30 11.30 Setup and test all equipment that will be used on the 
demonstrator. 

Boarding gate 
demonstrator 

11.30 12.30 Play out the storyboards as per the scripts. De-brief the 
participants, complete questionnaire, collate any further 
comments, APP deleted from smart phone 

Move to Retail 
store shop 

12.30 13.00 Dismantle and move all personnel to the retail store area. 

Lunch  13.00 14.00 Airside restaurant  

Set up and 
test 
equipment 
and then 
exercise brief 

14.00 

 

14.15 

14.15 

 

14.30 

Setup and test all equipment required for the Retail store 
shopping storyboards.  

Exercise briefing for participant’s role-play. Information sheet and 
Consent forms.  

Retail store 
shop 
demonstrator 

14.30 15.30 Play out the storyboards as per the scripts. APP deleted from 
smart phone. 

De-brief the 
day 

15.30 16.00 De-brief the participants, questionnaire collate any further 
comments  

Move back 
from airside to 
landside 

16.00 16.30 Remove all equipment and move to landside. Hand our passes to 
the NECTU staff who will return them to security.  

AOB 16.30 17.00 Shake hands and pat our self’s on the back 
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1.6 ARIES recording sheet 

Mark the user case as, BP for boarding process or DF for retail store. 

 

KPI 3 Enrolment performance time  

Participant User 
Case 

Target Record below the time it took to enrol Number of 
times the 

app 
crashes 

1  3 mn   

2  3 mn   

3  3 mn   

4  3 mn   

5  3 mn   

6  3 mn   

7  3 mn   

8  3 mn   

9  3 mn   

10  3 mn   

11  3 mn   

12  3 mn   

13  3 mn   

14  3 mn   

15  3 mn   

16  3 mn   

17  3 mn   

18  3 mn   

19  3 mn   

20  3 mn   

21  3 mn   

22  3 mn   

23  3 mn   

24  3 mn   

25  3 mn   

 

KPI 9 Time needed for boarding procedures 

Participant User 
Case 

Target Record below the time it took to present 
the mobile devise and biometric 

verification 

Number of 
times the 

app 
crashes 

1  10’s   

2  10’s   

3  10’s   

4  10’s   

5  10’s   

6  10’s   

7  10’s   

8  10’s   

9  10’s   

10  10’s   
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11  10’s   

12  10’s   

13  10’s   

14  10’s   

15  10’s   

16  10’s   

17  10’s   

18  10’s   

19  10’s   

20  10’s   

21  10’s   

22  10’s   

23  10’s   

24  10’s   

25  10’s   
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1.7 Use Cases and Storyboards 

Below are the agreed use cases that were refined during the consultation period with the stakeholders and 
end users. 

 

1) Airline – Boarding Gate 

The user will need to demonstrate, using ARIES, the following: 

User will demonstrate with the highest level of assurance, their real identity at the boarding gate. By using the 
ARIES platform APP they will prove their identity and eligibility to board the flight. 

This will be done using ARIES vID which has been created from a legal and valid breeder document (e.g. e-
passport). The passenger will prove their real Identity using biometrics, this will match a fresh live captured 
image and compare it to the host biometrics image stored in the token on the smartphone.  

Additionally the user will demonstrate using the ARIES App that they possess a valid boarding pass. 

This authentication takes place at the airline desk, at a boarding gate on airside. Mounted on the desk will be 
a camera, screen and QR code scanner. ARIES will perform a Mobile vID check against a live captured biometric 
image and authentication will be made or it will fail as authentication has not been made. 

The ARIES user can perform their own biometric capture for authentication, the user can by way of their 
smartphone camera, take a fresh live image which will be used to present to the Service provider (in this case 
the Jet2.com company) who has already deployed an ARIES embedded system at a suitable boarding terminal; 
this will then communicate with ARIES identity services and perform authentication. The biometric comparison 
is performed directly at the boarding gate. 

The user can present their smartphone to the boarding gate terminal, present their smartphone to the QR 
code reader; this will trigger the Mobile ID authentication process using the ARIES vID. In principle, internet 
connection is needed in the user’s smartphone to communicate with the ARIES server, a local WIFI connection 
can also be used to connect to the server. 

In this process, the user shares their biometric token stored in the smartphone to the biometric verifier service 
deployed in the boarding terminal through the ARIES online server. During the same session, the terminal 
obtains a fresh live capture of user’s biometrics to perform the biometric comparison with the biometrics used 
in the enrolment. If comparison is authorized then the user can board the plane. If the comparison is not 
authorized the display will indicate this and the user will be denied access to the plane. 

ARIES added-value in airport demonstrator: 

Physical document (e.g. passport) is not always required for authentication of ID 

Strong authentication, with highest law enforcement agency, based on biometrics 

Human error is reduced for the user, authentication and pass verification is minimized 

Strengthen assurances that self-boarding procedure is an efficient process  

Increased security processes at the self-boarding gate 

Less staff involved at a self-boarding gate, freeing up staff deployment to other tasks 

Reduced cost which can be passed to the customer 

Reduced waiting time which should improve performance of both the airline and airport  

Possibly: preliminarily distinguishes two different people with the same name, by comparing and control of 
the portrait 

 

2) Retail store – Shopping in Airport 

A passenger wants to purchase retail store items inside the airport which are subject to legal restrictions.  

This legislation includes controls on age restricted items, which the retail outlet’s staff have to manage on a 
day to day basis.  The retail outlets are held accountable for any breaches in legislation and penalties can be 
enforced on retailers, which directly affect their trading figures.  
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Retail outlets are legislated to seek proof of identity before purchase is completed. This must include year of 
birth, to demonstrate their age and eligibility to purchase items with age restrictions such as Tobacco or 
Alcohol. Guidance given to outlets includes where possible, to ask for proof of ID that includes an image of the 
person. 

In this part of the demonstrator the participant will need to demonstrate using ARIES, in a discreet manner, 
that they are eligible to purchase the item: 

The user will demonstrate their age and a photo ID using their ARIES vID, their vID was enrolled and created in 
ARIES system, using a legal and valid breeder document  

Authentication through biometrics is not needed, since the use case requires a lower level of security 
assurance.  

The shop assistant can check in a discreet manner the passengers age and eligibility to purchase items, with 
also a proof of final destination using ARIES vID. 

This matching of age and final destination is a requirement which may differ across the world, but for this 
demonstrator it will be based on the UK legislation law. 

ARIES will comply with a minimal disclosure principle for the user; no other personal attributes will be disclosed 
to the shop assistant, thereby minimising the time the customer spends at the checkout and preventing crimes 
such as cloning identity theft.  

This demonstrator takes places in the retail store shop on airside. For the purposes of the pilot, this takes place 
at an infrequently used cash register in store; staff members from the shop will have an opportunity to role-
play the part of both shop assistant and customer in the scenario. Some items will be non-restricted and other 
will be restricted. This will demonstrate to the staff that they can distinguish one from another in a user focused 
scenario. 

The customer will be asked to produce a current form of ID; using the ARIES vID, the customer will display to 
the assistant the relevant information of age and final destination. 

ARIES added-value: 

ARIES can be used as a privacy-preserving solution for personnel data. (Set by the user?) 

Third parties do not have access to users personal data beyond the minimal requirement of that state, this 
would include when required other assurances such as a valid boarding pass.  

A paper valid proof of identity is not required to demonstrate age and eligibility.  

 

1.8 Storyboards 

 

1) Passenger One – Expired Passport 

 
Using the passport that you have been given, please start the enrolment process to create your eID on the 

ARIES App. 

The date on the passport you are trying to use has expired, so you should not be able to complete the 

enrolment and create an eID using this expired passport. 

Please now test this, to see if ARIES will enrol you using the passport you have been given. 
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Timed exercise: 

Now, using your own current up to date passport please enrol using the ARIES App. 

 

Boarding Process: 

Passenger One:  

This time, without anything obstructing the biometric capture 

This is a confirmed passenger ID and boarding pass 

 

Boarding Process timed exercise: 

Passenger One: 

This time without anything obstructing the biometric capture please complete the boarding process. 

 
2) Passenger Two – forged passport 

 
Using the passport that you have been given please start the enrolment process to create your eID on the 
ARIES App. 

The passport has no MRZ (Machine Readable Zone) lines on the main passport ID page. Also there is no chip 
with biodata so the enrolment cannot be completed.  

 

 
 

Timed exercise: 

Now using your own current up to date passport, please enrol using the ARIES App. 
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Boarding Process timed exercise: 
Passenger Two: 

Please use the sunglasses to test if they obstruct the biometric comparison during the boarding process. 

 
Now, please remove the sunglasses and try again without an obstruction to your face. 

 

3) Passenger Three -biodata-obstruction: 

 
Using your own passport and the head garment you have been given, please start the enrolment process to 

create your eID on the ARIES App. 

The head garment may obstruct the biometric reading during enrolment. Please put the garment on; this might 

be a head scarf or sunglasses. Please try to obstruct the face as much as possible. 

 

 

 

Timed exercise: 

Now, using your own current up to date passport please enrol using the ARIES App. 

Boarding Process: 

Passenger three: 
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Please use the head garments to test if they obstruct the biometric comparison during the boarding process. 

 

Please remove the head gear and try again, without an obstruction to your face. 

 

4) Passenger Four – stolen passport 
Using the passport you have been given, please start the enrolment process to create your eID on the ARIES 

App. 

The passport has genuine MRZ (Machine Readable Zone) lines on the main passport ID page. However, the 

biodata will not match the live capture as you enrol, so ARIES will fail to read and match the biometric data 

and you cannot complete the enrolment process and create an eID using this stolen passport. 

Please now test this, to see if ARIES will enrol you using the passport you have been given. 

 

 

 

Timed exercise: 

Now, using your own current up to date e-passport please enrol using the ARIES App. 

 

Boarding Process: 

Passenger four 

Please put on the headphones, to test if they obstruct the biometric capture. 
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1) Customer One – eID confirmed and approved 
You want to purchase alcohol and perfume from the Retail store shop. As you are aware, you will need to 

prove your entitlement by age and final destination. 

Please use the ARIES App to help you make the purchase.   

 

 

 

 

2) Customer Two – Destination outside the EU 
You want to purchase alcohol and cigars from the Retail store shop. As you are aware, you will need to prove 

your entitlement by age and final destination. 

Please use the ARIES App to help you make the purchase.  
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The proof of age is accepted, but the passenger final destination is outside the EU; therefore they cannot 

purchase the items at the lowest price shown and must pay an alternative amount. 

  



D4.4 – Identity virtualization prototype demonstrator 

 

Page 45 

1.9 ARIES test- Questionnaire 
 

This questionnaire asks for your opinion about various aspects of the ARIES app. 

Some questions are open-ended.  Others ask you to give the app a score out of 5. 

We would like you to share your views of your experience when using the app. 

 

Usability/ User Experience 

We begin by asking your view of the look of the ARIES app. Some questions are open questions others are 

multiple choice questions. 

KPI 22 

1. On a scale of 1 to 5 where 1 is strongly dislike and 5 is strongly like, please rate how much you like 

the look and design of the ARIES app?  

                                        1-2-3-4-5 

 

KPI 23 

2. On a scale of 1 to 5, where 1 is ‘not user friendly’ and 5 is ‘very user friendly’, how user friendly was 

the ARIES app to use?   

1-2-3-4-5 
 

 

3. On a scale of 1 to 5, where 1 is ‘not simple’ and 5 is ‘very simple’, how simple was the ARIES app to 

download and install?  

1-2-3-4-5 
 

 

4. On a scale of 1 to 5, where 1 is ‘not easy’ and 5 is ‘easy’, how easy was it to navigate the ARIES app?   

1-2-3-4-5 
 

 

 

5. On a scale of 1 to 5, where 1 is ‘not easy’ and 5 is ‘easy’, how easy was it to remove and delete the 

ARIES app from your device?  

1-2-3-4-5 
 

 

KPI 5  

6. Were you able to complete the ARIES enrolment and create a Virtual ID 
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YES / NO  

 

(a) On a scale of 1 to 5, where 1 is ‘not easy’ and 5 is ‘easy’, how easy was it to enrol with the ARIES 

app? 

 1-2-3-4-5 
 

 

 

   

(b) If applicable, how many attempts did it take you to enrol? 

(c) If applicable, if you failed to enrol, did you understand what caused the failure?  

__________________________________________________________________________________

__________________________________________________________________________________

_____________________________________________________________ 

 
KPI 8 

 

7. On a scale of 1 to 5, where 1 is ‘no trust’ and 5 is ‘complete trust’, how much trust do you have in the 

ARIES app?  

1-2-3-4-5 
 

 

 

 
8. Having experienced using the ARIES app how likely would you be to use the ARIES app instead of 

your social media profile to identify yourself 

1-2-3-4-5 
 

 

 

9. Are you concerned about your privacy when using the ARIES app?  

 

Please tick one of the following options: 

 

not concerned  somewhat concerned  very concerned  

I would not use an app like ARIES as my ID  

 

 

KPI 13 

10. (a) Were you able to proceed and complete the boarding process  

 

YES / NO  
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(b) If this was commercially available would this boarding process be your preferred method   

(c) If you answered no to the above question, please provide the reason for failed attempt below: 

__________________________________________________________________________________

__________________________________________________________________________________

_____________________________________________________________ 

 

KPI 14 

1. FOR CUSTOMER ONLY TO ANSWER – (a) Were you able to display the minimal information required 

(i.e. the fact you are aged 18 years or over) to complete the age restricted purchase?  

 

YES / NO 

 

(b) If you answered no, why could you not display the minimal information? 

__________________________________________________________________________________

__________________________________________________________________________________

_____________________________________________________________ 

 

 

 

2.  FOR RETAILER ONLY TO ANSWER –  (a) As a retail outlet that has to comply with local legislation, did 

the ARIES app provide you with the information you needed, to allow you to authorise the age 

restricted purchase? 

 

Did the photo match the customer? 

 

YES / NO  

 

What did the screen reveal about the customer's age? 

Over or under the minimum age requirement to purchase the goods? 

Full date of birth? 

Any other information? 

__________________________________________________________________________________

__________________________________________________________________________________

_____________________________________________________________ 

 

Did the screen show that the person was eligible to purchase the goods based on their final 

destination? 

 

YES / NO  

 

(b) If you answered no, what information did you see and why were you not able to make an 

informed decision?  

__________________________________________________________________________________

__________________________________________________________________________________

_____________________________________________________________ 
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FOR JET2 AND RETAIL STORE ONLY - TO ANSWER FROM A COMMERCIAL PERSPECTIVE  

 

3. What potential benefits do you see in this type of technology in your industry? 

__________________________________________________________________________________

__________________________________________________________________________________

_____________________________________________________________ 

 

4. What barriers to acceptance do you think this type of technology would bring to a commercial 

environment? 

__________________________________________________________________________________

__________________________________________________________________________________

_____________________________________________________________ 

 

5. Do you think it would benefit your customer? 

 

YES / NO  

 

(b) Please explain why 

__________________________________________________________________________________

__________________________________________________________________________________

_____________________________________________________________ 

 

6. Given your experiences today, list up to three things that you liked about the ARIES concept with 

regard to your current processes. 

 

 

 

 

 

7. Given your experiences today, list up to three things that you didn’t like or thought could be 

improved about the ARIES concept, with regard to your current processes.  

 

 

 

 

 

 

-----------------------------         End of Questionnaire        -------------------------------------- 
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2 Appendix 2 - Mobile App User Manual 

2.1 Introduction 

ARIES enrolment process at the airport demonstrator is exactly the same as in the eCommerce demonstrator. 
The enrolment process includes: 

(1) The creation of an ARIES user 
(2) The creation on an ARIES virtual identity 

And it is explained step by step in D4.3 Secure eCommerce prototype demonstrator. 

The management process which enables users to delate or rename ARIES users and ARIES IDs is also explained 
there. 

Next an extract of the ARIES app user manual introducing the boarding and the duty-free processes. 

2.2 Boarding 

 

The user has to create a QR code with the boarding pass and the ARIES virtual Identity. For doing that, the 
Airline app has to be open. 

 

 
Figure 2– Airline app main menu 

 

The user has to press on “PREPARE YOUR BOARDING” button. 

The Airline app will ask to select a user profile for boarding pass creation. The user has to select a user from 
the list displayed. 
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Figure 3– ARIES user selection 

 

Next, an identity must be selected from the identity list displayed (list of identities associated to the user). 

 

 
Figure 4– ARIES identity selection 

 

The app will ask for the user password: 
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Figure 5– Enter the password screen 

 

Once the password is correctly entered, the Airline app will show the QR to be presented in the airport eGate. 

 

 

Figure 6– QR with the information for eGate 
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2.3 Duty free, age verification 

 

2.3.1 Create IDCard on IDEMIX. 

In order to use the IDEMIX part of the ARIES app, it is needed to issue a new IDEMIX credential card first. 

The user has to select a vID, long pressing in the name. Then, in the bottom of the screen, a new menu appears 
with the option “Idemix-issuance” (figure 40 [1]). 

 

 

 
Figure 7– Selection of ID menu 

 

In the next screen, the attributes of the ID to be used for issuing the credential are displayed. If the user agrees, 
it is necessary to press the ISSUE” button (figure 41 [1]) to continue. 

 
Figure 8– Attributes to be included in the ID Card 

1 

1 
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The IDEMIX system needs to be allowed to deliver the information to the server for issuing the ID Card. The 
user has to select “ALLOW” (or “CANCEL” to exit) to continue with the process (figure 42 [2]). 

 

Figure 9– Consent to deliver the attributes for ID card 

 

When the user presses the “ALLOW” button, the following progress screen appears. 

 
Figure 10– Issuing ID card progress screen 

 

When the process has finished, the ARIES app will go to the following screen, informing that the issuance 
process has finished successfully. 

2 
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Figure 11– Issuance process succeeded 

 

The user has to press the “FINISH” button (figure 44 [3]) to continue and go back to the Identity list screen. 

 

2.3.2 Presentation of the Credentials using IDEMIX 

 

Once the ID Card (Credentials) is issued on IDEMIX, the user can use the ID Card to present the needed 
attributes (picture and date of birth) on the Duty-free shop. 

The user has to select a vID, long pressing in the name. Then, in the bottom of the screen, new menu appears 
with the option “Idmix-present” button (figure 45 [1]). 

 

 
Figure 12– Selection of the ID screen 

1 

3 
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After pressing on the “Idmix-present” button, the boarding pass is displayed to be presented to the duty-free 
shop assistant. The following screen appears: 

 

 
Figure 13– Boarding pass screen 

 

The user has to press “CONTINUE” button to continue with the process. The app will use the camera of the 
device to ask for scanning the QR Code displayed on the Duty-free shop monitor: 

 

 

Figure 14 – Read QR Code 

When the QR Code is read, a beep will sound and a new screen for confirmation is displayed. This screen will 
present the attributes to be shared with the Duty-free shop. If the user agrees and want to continue, she/he 
must press “ALLOW” button (figure 48 [1])  
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Figure 15 – Attributes to be submitted to Duty free shop 

 

When the process is completed, the ARIES app will go back to the Identities list screen. The duty-free shop 
assistant will see the user´s face image on the monitor and a green verification of the over 18 years (or red 
cross if the verification went wrong). 

 

  

1 
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3 Appendix 3 -The 10 Principles of Crime Prevention 
These principles can assist you in reducing the opportunity for crime to occur at your home, your place of 

work or your business adherence to these principles will also reduce the chance of you becoming a victim of 

ID Theft and associated crimes.  They can be considered for development and implementation by individuals, 

communities, partners or businesses and act as a check-list to see what steps you may be able to take for 

your own particular circumstances.  It’s not a case of having to use all of the 10 Principles at once; you may 

find using just one of them could help you, or it may be a combination of several of them. 

When you are looking at using the principles of crime prevention to improve security around your home or 

business, the best way to approach it is to look at your home or premises as if you were the offender.  

Identify the weak spots, vulnerable areas and concealment points and prioritise the areas for improvement.   

The 10 Principles of Crime Prevention are list below 

1. Target Hardening 

Making the target harder for an offender to access. 

This can be a physical barrier, or online it might be seen as using secure passwords to prevent criminals 

hacking your online accounts. 

 2. Target Removal 

Ensuring that a physical potential target is out of view. 

Being cautious about what you post online, as it may be used to identify or locate you offline. 

3. Reducing the Means 

Removing items that may help commit an offence. 

Not leaving tools and ladders in the garden and clearing up any rubble/bricks. 

Keeping wheelie bins out of reach, as they may be a climbing aid or help transport items. 

Having a layered approach to your online information and not always posting current events such as holidays 

or days out directly online; do them after the event.  

4. Reducing the Payoff 

Reducing the profit the criminal can make from the offence. 

Marking your property in such a way that others will not want to buy from the thief, such as marking it with 

your postcode or ID marks.  

5. Access Control 

Looking at measures that will control access to a location, a person or objects, such as laptops and mobile 

phones. Creating a password or biometric ID to enter your devices. 

6. Surveillance 

Improving surveillance around homes, businesses or public places to deter criminals. Using tracking software 

on your mobile devices.  

7. Environmental Change 
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Ensuring your property and wider community looks cared for. 

Ensuring that graffiti and domestic/commercial waste is cleared up. 

Reporting issues with fly-tipping or broken street lights to the relevant authority. 

Working with the police and local authority to close a footpath. 

8. Rule Setting 

Changing our habits by setting rules and positioning signage in appropriate locations.  

Introducing a rule that the last person entering / leaving should lock the door and remove the keys; lock the 

laptop to the password prompt, so the next user has to input the password.  

Informing visitors to commercial sites that they must report to reception on arrival. 

Informing users that a particular site is closed between certain times and should not be accessed. 

9. Increase the Chances of Being Caught 

Increasing the likelihood that an offender will be caught to prevent crime occurring. 

10. Deflecting Offenders 

Deterring an offender or deflecting their intention. 

Referring offenders to rehabilitation programmes. 

3.1 Password Rules  

Follow these 10 password rules that will help to keep you safe from becoming a victim of crime. 

1. Avoid using dictionary words.  These passwords are easy for hackers to figure out using an electronic 

dictionary. 

2. Don’t use personal information.  Any part of your name, birthday, Social Security number, or similar 

information for your loved ones, is a bad password choice. 

3. Avoid common sequences, such as numbers or letters in sequential order or repetitive numbers or letters. 

4. If the web-site supports it, try to use special characters, such as $, #, and &.  Most passwords are case 

sensitive, so use a mixture of upper case and lower case letters, as well as numbers. 

5. Passwords become harder to crack with each character that you add, so longer passwords are better than 

shorter ones. A brute-force attack can easily defeat a password with seven or fewer characters.  

6. To help you easily remember your password, consider using the first letter from each word in a sentence, a 

phrase, a poem, or a song title as a password.  Be sure to add in numbers and/or special characters. 

7. Create different passwords for different accounts and applications. That way, if one password is breached, 

your other accounts won’t be put at risk too.  Do not use the same or variations of the same password for 

different applications. 

8. Despite warnings to the contrary, there may be personal circumstances such as disability or a medical 

condition when there is a real need to make a written record of your password. In these cases keep them in a 

securely locked place.  Never leave them on a Post-It note on your monitor, in an address book, in a desk 

drawer, or under your keyboard or mouse pad (or any other obvious place). 
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9. Consider using a secure password manager.  Always look for good recommendations and only download 

anything from a recognised provider like Google or the Apple store.  

10. If you have already established a password that is not strong, change it!  Web-sites have a variety of 

procedures that govern how you can change your password. Look for a link (such as "my account") 

somewhere on the site's homepage that goes to an area of the site that allows password and account 

management. 

 


