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Executive Summary 
 

This document sets out the approach, planning and gathering of data required to evaluate the e-Commerce 
demonstrators of the ARIES ecosystem.  The document establishes a link between the activities that took place 
during experimentation and the main objectives for the demonstrator highlighted in D4.2 ARIES demonstration 
and evaluation plan.  

 

The secure e-Commerce scenario focuses on demonstrating how virtual identities with different levels of 
assurance can be used to access different online services. The demonstration setup is fully detailed, including 
the selection of the end-users.  
 

This document also includes the undertaking of an ethical assessment and the application of the methodology 
designed in the project to ensure that an ethical approach was taken during the demonstrator. 

 
All results were evaluated and presented in a systematized way to allow for relevant follow up within the 
project and the after-project scope, that’s why the document includes the lessons learned during the 
demonstrator/pilot, challenges, operational guidance and guidance for citizens to prevent fraud and increase 
e-commerce adoption. Finally, this report makes some recommendations for the continued progress and 
development of ARIES ecosystem. 
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1. Introduction 
 

The demonstration stage aimed to validate ARIES' results in terms of applicability of the resulting ecosystem, 
enabling tools and technologies, and effectively demonstrate the progress beyond the state of the art of ARIES 
achievements in a realistic scenario having potentially high impact on society and the economy. 
 
The secure eCommerce scenario focuses on demonstrating how virtual identities with different levels of 
assurance can be used to access different online services. It shows how this level of assurance may determine 
the operations that people can perform. It demonstrates the control citizens have in practice over their virtual 
identities, allowing them to enrol with the ARIES ecosystem and build separate identities, for different 
purposes, effectively minimizing the disclosure of data and maximizing their privacy. This is informed by and 
designed to ensure implementation of ethical principles to help build trust.  
 
According to the project plan: by using a real-use case, even in a controlled environment, the applicability of 
ARIES authentication systems and the community (customers) feedback on merging digital and physical 
authentication, will ultimately help perceiving the traction ARIES could have in the market. As described in the 
Task 4.4 - Identity virtualization prototype demonstrator, the second demonstrator is the victim-focused and 
end-user approach of ARIES which shall be demonstrated using a “typical” ID theft scenario. The scenario will 
follow the basic approach presented in previous deliverables: 
 

 

Figure 1: eCommerce demonstrator scenario overview 

 

1.1. Purpose of the Document 

The purpose of the document is then to review and report all the work done in the demonstration stages of 
the ARIES project, specifically the activities accomplished under the scope of task 4.3 Secure eCommerce 
prototype demonstrator and to systematize all the results in an aggregated and concise way, in line with what 
was specified in D4.2 ARIES demonstration and evaluation plan.  

 

1.2. Relation to other project work 

This document is totally linked and derives from the development work done in WP3 Strengthening the 
technology for ID, by the project technical partners. It is the culmination of most of these efforts, testing with 
real potential users the technology and the service. 

 

 



D4.3 – Secure eCommerce Prototype Demonstrator 

 

Page 7 

1.3. Structure of the document 

 

The demonstration setup and methodology, related ethical assessment and the demonstrator evaluation 
results will be presented in this document. In particular, the evaluation steps, key to the task and the 
deliverable will: 

o State what success will look like for the scope of the demonstration 
o State which ethical issues arise and how they are addressed  
o Systematise user’s unfiltered feedback in topics such as usability, market applicability and others 

 
Finally, a look into the future of the project is addressed, from an end-user perspective. 
 

1.4. Glossary 

 
e-Commerce  It is a transaction of buying or selling online.  

 
Enrolment  
 

Process that enables users to obtain a new ARIES virtual 
ID in the ARIES ecosystem  

 
Secure Vault  
 

Secured storage with API that provides reading and 
writing functions and confidentiality, integrity, access 
control protection and audit trails.  

 
Design Thinking Strategies and methodologies for designing new 

concepts, applied by product and service designers. 
 

End-user Final real or potential user of a product or service in the 
market. 
 

Focus Groups Small but diverse group of individuals put into a 
simulated or real situation for the purpose of study and 
analysis by a group or researchers. 

 

1.5. Acronyms 

 
IDP Identity provider Page  

 
GDPR  General Data Protection Regulation 

 
ARIES ARIES Project: ReliAble euRopean Identity EcoSystem 

 
KPI Key Performance Indicator 

 
eID Electronic ID 

 
EIA Ethical Impact Assessment 

 
B2B  Business-to-Business 
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2. Demonstration setup 
 

2.1. Objective 

 
A complete description of the demonstrator scenarios and stages, including the envisaged applied tools, 
context and enablers will be provided. The descriptions will present the environments where the demonstrator 
has been performed. The main strand of this task is the adaptation and reporting of the implementation of the 
methodology proposed in D4.2 to the eCommerce App testing and evaluation.  
 
All laboratory testing where the prototypes will be subjected to internal project tests, before the first alpha 
version can be deployed for a real scenario testing are not reported, as these are part of the normal 
development stages. The scope is within user’s enrolment and testing once the prototypes were ready and 
deployed. 
 

2.2. Demonstration stages 

 
In this section all the past, current and future demonstration stages are explained, with their objectives and 
corresponding scope as to understand the setup used to each particular step of the path to gather users’ 
feedback. 
 

 

Figure 2: ARIES eCommerce demonstrator timeline 

 
Online survey 
The Aries Online Survey was designed to ascertain citizens’ expectations of the ARIES eID and inform the 
project about which issues needed to be addressed. We divided the questionnaire into four sections: “About 
you”, where questions were asked about preferences and knowledge about online shopping; “Your View on 
Privacy” focused on personal privacy; “Online shopping/E-commerce” about concerns, confidence and safety 
of the e-commerce pages; “Usability and Security” about ease of use and views about biometrics as an 
enhancer of security against fraud. 
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The project used the EU Survey platform (https://ec.europa.eu/eusurvey/) to avoid US based platforms such 
as Google Docs or Survey Monkey where data storage is not transparent, and provided an Information Sheet 
that can consulted in the Appendix of this document. Also, because we expected a large number of people to 
get in touch with the survey, the partners took advantage of it to share their best top tips of ID Fraud 
prevention, which were thought would be found useful. 

 

 

Figure 3: EU survey platform logo 

 

Proof-of-Concept Design Thinking Workshop 
The objective of the workshop was to engage potential users with the ARIES system and get their feedback 
about relevancy, usability and functionalities. The project took advantage of a General Assembly to get 
partners and external users to interact with the first early-prototype of the e-Commerce demonstrator. Sonae 
used its premises and devices to allow for the demos and interactions. To do so, it implied signing an 
identification applications licensing agreement with Gemalto and Idemia, which had to be done in advance to 
allow for the installation of the apps in Sonae’s smartphones. Atos, Gemalto and Idemia supported Sonae in 
the installation of the apps in the devices to be used for the evaluation. Further information about the licensing 
agreements can be found in the appendix. Atos also provided a non-technical description of the overall 
demonstrator, the flows and the user manual and the test to be performed and a guide or tutorial explaining 
how to carry out the tests (Appendix: 6.7. ARIES Mobile App User Manual, Story-Board and Demo Flows (e-
Commerce)). 
 
On the first part Sonae planned a session based on a design thinking methodology where users gave their own 
opinions and, also put themselves in different contexts and personas to identify usability issues and 
opportunities for the online authentication (both login’s and checkouts) – personas were developed with the 
Innovation team at Sonae and they were also the facilitators of the workshop. The methodology included 
studying the 4 personas and contexts (in groups of 5), and then use a “wall of post-it’s” to define possible 
problems the persona would encounter in online shopping in terms of authentication and then build on the 
problems to find solutions. 

 

 

https://ec.europa.eu/eusurvey/
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Figure 4: Overview of the personas used in the workshop 

 
Afterwards, Universidad de Murcia presented the ARIES solution for secure and simple authentication. This 
context was done after the personas workshop to avoid influence the thinking of the participants. Then the 
testing of the demo was done by using the ARIES app in those different contexts with a focus on the use of the 
Passport and by Face Recognition. 
 
Finally, Saher conducted a round table with an interactive discussion about feedback and improvements as 
results. Users reported their user experience, as well as problems and bugs detected together with suggested 
improvements that could be integrated into new upgraded versions of the ARIES components and tools.  
 

Demonstrator Focus Groups 

At this stage the main goal was testing the Aries app in the real context with a group of users that had different 
backgrounds, ages and experiences. The Sonae Granted Projects team conducted tests on the full integrated 
demonstrator for 3 days. The tests were done mostly in pairs on devices provided by SONAE and participants 
only had to bring their passport with them. The project team was providing support throughout the process. 
More than 90% of the participants haven’t heard or experimented with the ARIES project and solution before. 
During the test each participant had to answer to our evaluation questionnaire to provide feedback on the 
prototype and signed the consent form, after being explained the purpose of the testing. 

 

In summary the demonstration setup was more matured and fully integrated (unlike the PoC) as the following: 

o Aries App was adapted to deal with SONAE Chef Continente Website – security and usability 
o Seamless integration achieved, based on well-known and tested standards (OpenID-connect/Social 

Login) 
o Special attention was taken to provide straightforward and intuitive procedure for enrolment and 

authentication 
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Figure 5: Focus group details 

 

The participants were a very differentiated population with different education degrees and from all different 
areas. 

 

Figure 6: Picture associated partners involved in the demonstration 

 
The prototype was also presented to Lopesan, an hotel group, in Canary Islands, other associate partner, and 
this was done replicating the methodology and ATOS was in charge of this because of the physical proximity.  
 

2.3. Selection of end-users 

 
As mentioned, after the demonstrator environment was available, the evaluation process could be performed, 
and valuable feedback from the users and developers was collected for later use in the last stage of the 
development. For this the selection of end-users was a key step in the process. As referred in other 
deliverables, the ARIES project aimed to gather feedback regarding the potential usage of the project outputs 
as well as new requirements, potential additional functionalities, features and rich inputs at different 
evaluation phases. For the different e-commerce demonstrations, the following target groups were engaged: 
  

1. End users: citizens not directly involved in technology, i.e. people who have electronic devices such as 
smart phones, tablets, computers, etc. but are not technical experts.  

2. Project members / Service developers: this group involves project members from the partners, 
associated partners, or people who are somehow associated with the project, formally or informally. 

 

Sonae was in charge of carrying out the tests with the End users for the e-commerce demonstrator. This group 
of users included citizens, not directly involved in technology – including some employees of the SONAE group 
not working in technology departments, a few technology experts that didn’t know the project, staff from all 
hierarchical levels, from interns and senior management. The team tried to invite people with diverse 
backgrounds, views and experiences to enrich discussions. For the questionnaire a big sample was captured 
from different online channels. Also, associated partners such as MO, Zippy, SportZone and Lopesan were 
involved in the evaluations. 



D4.3 – Secure eCommerce Prototype Demonstrator 

 

Page 12 

2.4. Demonstration environment 

 
A few details on the demonstration environment are worth as the conditions of it could provide biases on the 
testing. All the setup was conducted to minimize the bias. Apart from project partners and a few users that 
participated on two or three stages of testing, all other participants, were “blind-invited” to the testing, and 
although they would know the purpose of the testing they wouldn’t know the specific details of the app, so 
that all honest feedback was collected. Most users asked questions throughout the testing and the team was 
instructed to not provide opinions but to state facts. In the end, an open discussion was conducted, and 
moderators could provide their own ARIES opinions as well. 
 
The workshop was done in groups to increase the dynamics, but focus groups had at most 3 participants so 
that we minimized the risk for an anchor in the opinions. Most groups were pairs, and the team tried to have 
individual participants. Users were provided at the beginning with iinstructions on how to perform the tests 
and provide the feedback. There were for most tests two project team members from Sonae to collect as much 
as feedback as possible. 
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3. Ethical assessment and review 
 

This section shows how the Ethics and legal data protection requirements were dealt with in the process of 
the demonstrations. Much of this work derives from other tasks and deliverables where this process was 
shown in detail. Participants data and the environment of the demos were taken into consideration to 
understand the Ethical and Legal data protection requirements, as end-users must be valued and fully 
protected. Each partner for the demonstrator was responsible for reviewing and applying the ethical and legal 
requirements, in Sonae case these actions were done between Sonae and SAHER for specialized support. 

 

All information regarding the information and the rights of the users, can be found in the appendixes, where 
are both the information sheet and the consent form that accompanied the questionnaire and the user’s 
workshop and the focus groups. All users were put in contact with these documents before the beginning of 
any of the mentioned actions, and their participation was fully voluntary and consented the rules, rights and 
obligations which were detailed. 

 

All partners were aware that the use case demonstrators cannot test compliance with all principles that would 
be relevant in the real-world.  This is acknowledged from the start. No minors or vulnerable people were 
involved in the demonstrator while still maintaining balance for socio-demographic characteristics. All users 
understood and were quite sympathetic of the consent forms, after being explained their purpose. Also, at 
that time there was increased awareness for the topic as the effective GDPR implementation date was 
approaching. Is important to state that in the demonstrator, the partners focused on respect for a core set of 
ethical principles that can be observed and implemented to check for compliance. They were: 

 

1. Do no harm  
Ensuring that equipment and app are technically sound and no physical risks are posed. 
Ensuring that participants’ experience uncovers whether harms could arise if a person is delayed in using the app 
for whatever reason(s). Such reasons must be recorded by the partners. 

2. Autonomy 
Ensuring a participant’s autonomy is respected (right to consent/withdraw) 

3. Dignity 
Ensuring that participants dignity is maintained (showing how to use app; respect for cultural attributes (dress, 
hair styles etc.) 

4. Equality 
Ensuring that all participants are treated equally and with dignity 

5. Discrimination 
Ensuring that there is no discrimination on the basis of age, race, disability, infirmity, or cultural profiling 

6. Privacy 
Ensuring the privacy of the participant in enrolling and using the app, and in terms of what other participants 
may see revealed on a screen, e.g. in ecommerce retailer settings; and respect for GDPR and all privacy legislation 

7. Purpose minimisation 
Ensuring that the purpose for which the app is used is clearly stated and strictly limited to that purpose 

8. Purpose specification 
Ensuring that the purpose is specified and that no further use for other purposes may be made of information 

9. No linkage 
Ensuring that the information revealed by the app cannot be linked to any other information by the service 
provider 

10. Consent 
Ensuring that the participant understands and consents to using the app, and disclosing limited parts of the 
identifying information to the service provider 

11. Function creep 
Ensuring that the information the app acquires is not re-usable for a different function as new opportunities 
arise, without fully informed prior consent of the participant 
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The Ethical Impact Assessment (EIA) methodology developed in the scope of WP2 has been applied to the 
eCommerce prototype demonstration. The components of the EIA were described in deliverable D2.2 Socio-
ethical analysis and the project ethical principles were established by the project’s external ethical advisor.  A 
template has been developed to implement the EIA. The objective is to ensure compliance with ethical 
principles and guide those undertaking an EIA in future iterations of the project demonstrations providing a 
common methodological approach and consistency across the project and in future implementations.  The EIA 
also forms a mandatory part of a common framework of evaluation and assessment criteria on project 
demonstrations and so helps to ensure a standardised approach to all EIA implementation. The ethical impact 
assessment, based and the same ethical principles, has been also applied to the airport demonstrator and its 
implementation reported in D4.4 Identity virtualization prototype demonstrator.  

  

# Activity Responsible Completed Comments 

1 Re-read Ethical Guidance & 
checklist 

SONAE / Saher YES All necessary validations were done. 

2 Develop questionnaires SONAE / Saher YES Questionnaire were developed for online 
respondents and a different version was 
developed for the focus groups.  

3 Review Consent form for second 

demonstrator 

SONAE / Saher YES Consent form is appropriate for use with small set 
of participants. Accompanying an information 
sheet was also supplied. 

 Implementation    

4 Recruit participants  SONAE YES Sonae selected the users, please refer to that 
section of this document for further information. 

5 Brief on purpose of activity. Allow 
Q&A 

SONAE YES Done by the Sonae team both in the workshop and 
focus groups.  

6 Distribute consent forms for 
signature 

SONAE YES Collect and explain how data will be destroyed at 
end. All participants signed prior to undertaking 
tests. 

7 Hand out mobile device & explain 
use 

SONAE  YES Explained that the device is from Sonae and that 
the data will be deleted at the end of the session. 
Explained use of the smartphone for those who 
needed it. 

8 Distribute questionnaires for 
feedback. Explain purpose of 
questionnaire. 

SONAE YES Explain to participants the moderator would ask 
questions that are on the questionnaire in the form 
of a conversation and take note on the answers. All 
questionnaires were anonymous. 

 Ethics    

9 Partner to review compliance with 
mentioned Ethical principles. 

SONAE /Saher YES All Ethical principles compliance was reviewed 
with expert partner Saher. 

10 Use the ethical checklist and EIA 
already developed in the Aries 
project  

SONAE / Saher YES Implementation of the EIA suggestions and 
strategies. 

Table 1: Ethical Impact Assessment checklist 
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4. Evaluation methodology and results 

4.1. Scope 

 
The evaluation work was iterative and evolved during the whole project. Deliverable D4.2 Prototype 
Demonstration and Evaluation Plan shaped the scenarios and the framework of KPIs focused on both 
functional (technical) and non-functional requirements (legal/ethical/societal). A holistic framework approach 
allows further assessment measures to be developed as the technology and scenarios evolve. After the delivery 
of D4.2 the list of the project KPIs was reviewed by the consortium in the light of certain criteria such as 
relevance, clarity, realistic target values etc. As result of this review some of the original indicators proposed 
in D4.2 where removed and some additional ones where added. Of course, a few adaptions to the 
methodology proposed in D4.2 to the eCommerce App testing and evaluation were done, but no major 
changes were identified. 
 

4.2. Targets and KPI’s 

 

The evaluation method has been aligned with the key performance indicators defined in WP2 and provides a 
way to collect and collate qualitative and quantitative data to measure the accomplishment of the selected 
KPIs. The table below shows the reviewed KPIs and their results under the final stage of evaluation – the 
Demonstrator Focus Groups – including the detail for their access and results. Sonae selected general 
indicators among those mentioned in D4.2 and prepared the survey, questionnaires and other evaluation tools 
to collect the necessary data to measure the demonstrator KPI’s: 
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Table 2: KPIs used to evaluate the eCommerce demonstrator 

 

4.3. Online survey 

 

There were 222 respondents, after the survey was published within partner online channels. Respondents 
were found to be people who are confident internet users. Over 70% have one personal smart device they use 
to buy goods and services online, but the use of credit and debit cards (including in online transactions) is also 
very popular. Online banking and online shopping are avoided when using public Wi-Fi. Respondents were 
concerned about their privacy in searching for and paying for goods and services online. There is greater 
confidence in sharing some personal data with banks and public authorities rather than private businesses. E-
commerce sites and insurance companies had a medium level of trust (3 of 5 points).  

 

Respondents were concerned about the security of making purchases over the internet, 75% of people knew 
how to check if the website is secure or not and 70% had never been victims of ID fraud. The location of the 
supplier influences the perception of the security of a potential transaction. Respondents saw the greatest 
advantages of buying goods/services online as convenience, speed and price. People are willing to share 
personal information on a website if they trust the web site to be secure. 

 

Regarding Usability and Security, 60% abandoned an online operation due to the complexity of the 
authentication process, but some 50% would like to do more shopping online. Regarding biometrics, 
respondents consider iris scanning the most secure system, but voice recognition and fingerprint reading are 
also seen as relatively acceptable and trustable security features. The easier a purchase is, the greater the 
likelihood that people are willing to give personal information. Name and ID number are the data that people 
most readily make available. Other conclusion of this topic is that the information provided by the service 
providers is seen as ambiguous, especially in relation to the use of the information collected and if it is shared/ 
sold with other providers. 

 

Through the questionnaire, we conclude that eCommerce has great potential for growth, but many problems 
remain to be solved. Within the Aries project, we have addressed some of these problems, especially regarding 
enhancing security against ID fraud and usability issues. 

 

4.4. Users’ feedback 

 

In this section users’ feedback from the two main steps of the evaluation setup are reviewed, being those the 
Proof-of-Concept Design Thinking Workshop, which was conducted in the beginning of process with an early 
prototype, and the Demonstrator Focus Groups that happened with a full-scale prototype and with the 
involvement of different stakeholders for detailed experimentation and feedback. 

 

 

Proof-of-Concept Design Thinking Workshop 
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As mentioned, during the General Assembly the Sonae Innovation team made a small exercise with 16 
participants playing four different personas with some specific characteristics. The personas were divided by 
4 groups and each group had to identify the problems that their persona confront shopping online and as well 
some possible solutions to solve these problems. The team started to present the goal, the flow and the 
approach, as the user interface was not fully refined, and the user experience was not seamless, as it was an 
early prototype. 

 

 

Figure 7: Design thinking workshop 

The first persona is an aging retired lady with 88 years old that wants to shop for groceries online like milk, 
meat our vegetables but has some difficulties working with a PC. She likes to touch the products, the 
environment of a physical store and the physical money, doesn’t like working with new technologies and 
paying with credit cards.  

 

Problems Solutions 

• Limited budget 

• Prefers cash not credit card 

• No digital knowledge 

• Probably no Smartphone or tablet and no 
Internet at home 

• Likes to ask questions, talk to staff 

• Lack of mobility - depending from others 

• Hears bad news on TV about the internet 

• She likes to go to the market to buy 

• Likes to look at goods before purchase 

• Going to Shop as a form of socialising 
(isolation) 

• Lack of trust paying online 

• Let’s the online shopping to her sons and 
grandsons 

• Goes online with pictures, put in baskets 
and son logs on for rest of purchase 

• Prepaid Card with limit solely for online 
Shopping + SMS for trusted person to 
approve 

• Gadget - Voice-enabled to contact shops 

• TV channel to help the progress. Could be 
a virtual Seller (Smart TV) 

 

 

The second persona is a middle age worker commuting (car) to his job that needs to buy some groceries but 
needs the hands to secure the steering wheel. He likes to buy products online, the availability of online 
shopping and to use debit/credit cards instead of money, doesn’t like going to big supermarkets and giving 
credit card information to non-trusted websites. 

 

Problems Solutions  

• No Hand mobility 

• Can't focus on a screen 

• Time spent to make a purchase 

• Initiate connection 

• Legal issues while using app if accident 
occurs 

• Voice control 

• Voice activation to authentication 

• Intuitive eye sight 

• Personalizer suggestion based on profile 

• Pre-saving of credit card 

• Pre-personalizer system 
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• Too much time during purchase might log 
out / Loose the shopping 

• Item not in stock? Haw alternatives to be 
offered 

• Proof the age in buying alcohol on online 
shops 

 

• Personalizer suggestion based on profile 

• Pick up in store 

• System has to let the user know about 
stocks 

• Initiate connection: App up and running 

• Proof of age: System knows out of your 
profile data 

 

The third persona is a father of two grown up boys that wants to try this new thing of online shopping but has 
some difficulties trusting the virtual world. He likes to buy the best promotions and choosing the fresh 
products, doesn’t like going to big supermarkets and giving credit card information to non-trusted websites. 
 

Problems Solutions  

• Not having a secure intermediate way to pay 
at any website 

• Avoid Impersonation by children 

• Trusting money to became digital 

• Lack of concern with digital 

• Conservative 

• Having to trust a lot of players 

• Afraid of financial damage (credit card) 

• Candidate for age verification 

• Mass use no consequences – Influences 

• Continued use 

• Trusting only one player 

• privacy assurance 

• Use of digital id 

• Management of payment info single-use 
payment card 

• Legal obligation on commerce company 
(liability) 

• Different payment options (payment on 
delivery) 

• Incentives after first use 

• Security privacy seals 

• Feel supported in case something goes 
wrong 

 

The fourth persona is a middle age worker commuting (metro) to his job that needs to buy some groceries but 
needs some privacy in the process. He likes to buy products online, the availability of online shopping and to 
use debit/credit cards instead of money, doesn’t like going to big supermarket and giving credit card 
information to non-trusted websites. 

 

Problems Solutions  

• Control of data to be disclosure 

• Someone sees where I live 

• Easy to initiate 

• Secure storage in case of losing phone 

• Someone sees your pin code 

• Credit card usability in metro 

• Time for first registration in website 

• Having to confirm age 

• interruption of internet connection 

• Time  

• Typing and be seen 

• unlocking phone in public place 

• Having to choose personal items in front of 
everyone 

• Trust in the sender and entities 

• Anonymous baskets 

• plastic protection film (phone screen) 

• Privacy by design of software 

• Level of assurance 

• Paying on delivery 

• Personal passwords in crowded places 

• Learning buying patterns from specific 
websites 

• Importing profile from other websites 
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With this workshop we realized some of the challenges that e-commerce must face and how Aries can respond 
to them. It was a very positive exercise that showed that although there was still a path to be walked, the 
project was moving in the right direction. All inputs were shared with the development team, which 
incorporated them in the developments needed for the next versions of the system. 

 

Demonstrator Focus Groups 

In March 2018, the second phase of ARIES app tests was carried out in Porto. They were the first tests 
performed in a real situation and with people outside the context of the project. After several developments, 
we were able to integrate the app with the Chef Online website where it is already possible to log in through 
Aries. 

 

The tests were carried out at Sonae with the support of Granted Projects team. For 3 days, 29 employees from 
the departments of Innovation, Ecommerce and associated partners – MO, SportZone and Zippy, were invited 
to do the registration and authentication process into the Aries platform and to use ARIES virtual id to login 
Continente Chef Online. Each test had a duration of approximately 20 minutes and after the test, we asked 
each participant to answer a small questionnaire to perceive what we can and should improve. In order to 
ensure the confidentiality of the data, we asked all participants to sign an Informed consent form. The 
eCommerce app was also tested by Lopesan representatives, an hotel group, in Canary Islands, using the same 
framework. 

 

 

Figure 8: Images from one of the focus groups 

 

People generally liked the app and the solution that Aries presents but their general perception was that it was 
still a first version and needed some improvements prior to be released to the market. Regarding usability, 
although it still had some bugs the app was very practical and easy to use. Throughout the process what took 
more time was the creation of eIDs but it is perceptible that this is done only once. Log into Chef Online is very 
fast and intuitive. In terms of security users trusted the Aries solution, but it would require more information 
and certification to commit to 100% in the app in a regular use. In comparison to social logins, despite their 
speed, the clear majority of people prefers ARIES solution, as there’s lack of trust in social media and the ARIES 
has an European Commission connection.  

 

Although there have been some errors in biometric authentication that have come into question in the process 
of creating the virtual identity, we were able to meet most of the KPIs that were defined for the test. The main 
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feedback in terms of issues that should be improved was the following (notice that most feedback was 
incorporated in the later releases of the ARIES app):  

 

1. There were still bugs in the app, it was sometimes not possible to create the identity at the first 

attempt, but these have improved with evolutionary releases of the app. 

 

2. Users suggested doing the entire authentication process on the same device (creation of eID and log 

in), and not a combination of the mobile device and the laptop. 

3. The use of additional biometric alternatives (voice, fingerprint) was an element suggested by a few 

users, as these become more disseminated 

4. When logging with the eID in the Continente Chef Online website, users were always forwarded to 

the registration page. This was normal due to the need of additional attributes to complete the 

registration, but later releases already had these attributes options. 

5. When there are some errors in the authentication or login the app didn’t give feedback, it didn’t say 

which was the error. This was overcome in later releases of the app as these identifies the error at 

hands. 

6. The tutorials explaining each step are not clear. The later releases had a much detailed and user-

friendly guide for the app steps. 

In general, the sessions went very well, and it was considered that the feedback given by the users was very 
useful and served to improve the whole process of creation of eID and login the Continente website. Overall 
positive feedback comprised the following topics: 

 

1. The concern about privacy and security was at the highest interest, as this testing was coincidently 

done at the peak of the Facebook/Cambridge Analytica scandal. Nevertheless, users stated that the 

focus on privacy, control of data and security was excellent and that they were excited that such a 

tool, might be available in the future. Also, the linkage of the project to EU funding generated an 

additional goodwill for it. 

2. Users recognized that for a prototype the ARIES app had a very good look & feel, and the design was 

good, despite some minor usability issues, that were in the meantime solved. Later versions included 

a more intuitive and visual explanation of the different steps and was recognized to be good. 

3. Users mentioned that the use of the passport as a baseline for the user data was an interesting 

approach as this could generate additional trust in the system. Additionally, it was often mentioned 

that the control of own’s data in the ARIES vault was much important and that the cloud updates on 

the data being reflected in the third-party services was a huge plus. 

4. Most users stated that they would likely use the service as it was available in the market. 

 

All in all, the team can say that this stage was a success in terms of participation and in terms of results. 
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5. A look into the future 
 

The effort put in the planning and the organizing stages along the different evaluation phases and high user’s 
engagement have produced good results in terms of the demonstrators, and the team is glad to report that all 
objectives identified in D4.2. have been accomplished. 

 

After the results of the tests and validations reported in this deliverable, a phase of evolutionary developments 
to improve the app were conducted – the ARIES system and app has been updated and has benefited from the 
user feedback and associated partners recommendations. Some of the improvements based on the end-user’s 
feedback included: 

o Updated interfaces where usability was improved, in e.g. the explanation of the different steps to be 
taken with more intuitive descriptions and graphics 

o Clear feedback about the error when there’s problem in the app, helping further improvements 
o More stable versions after continuous debugging to improve overall system function 

 

The project will end in February 2019, but two important activities are still ongoing: 

o The project is conducting a small integration of the eCommerce demonstrator with a voice recognition 
software to tackle one of the suggestions of exploring other biometrics alternatives; 

o A final workshop is planned for the beginning of 2019, with the objectives of spreading the ARIES 
results and to capture valuable feedback of the latest version of the face and voice recognition app, 
which will function as a final validation. 

 

Although recommendations for improvement can be found in earlier chapters of this document, finally we 
present a summary of what could be a few insights into the future of the project and how these issues would 
benefit the users, the eID context and the businesses ecosystem: 

 

 

Figure 9: ARIES future insights from users and demo team 
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6. Appendixes 
 

6.1. ARIES information sheet  

 

      "reliAble euRopean Identity EcoSystem" 

ARIES INFORMATION  

-for participants in the FOCUS GROUP 

-for respondents to the Aries Questionnaire online 

ARIES is a research project supported by the EU’s Horizon2020 research programme.  The project will end in 2019. 

Aries aims to find a way to reduce identity fraud for the benefit of all citizens; and to find a means to make citizens’ online 

transactions convenient, accessible, reliable, dependable and trustworthy. Aries is a project that is designed to benefit 

society at large as citizens do more and more things online, and the European Digital Single Market becomes a reality.  

As part of the project, ARIES seeks the views of citizens about an ARIES eidentity.  The Aries eID is designed to maximize 

a citizen’s privacy by disclosing the minimum of necessary information about him/her when s/he seeks to prove s/he is 

who s/he claims s/he is.  For example, if you need to prove your age to buy alcohol, the amount of information that is 

revealed about you, should only relate to you being above the minimum permissible age. 

How easily and conveniently this eID can be used, will be tested by voluntary participants using a smart phone provided 

by the ARIES project.  Views on eID use will be collected via an online questionnaire accessible to citizens across the EU 

who choose to answer the questionnaire. 

The research will be conducted with integrity and transparency. Participants will be asked to consent to participation. 

They will be informed and briefed about the project at the outset, and given the chance to ask questions. Lines of 

accountability in the project will be explained. Participants and respondents will be able to access a report online about 

the findings of the Focus Group and questionnaire at the end of the project. 

The findings of the Focus Group and questionnaire will be shared securely within the Aries project to enable the research 

team to check that the Aries eID matches citizens’ expectations and addresses effectively any concern that may be raised.  

A participant or respondent is free to withdraw at any point. No data that identifies a person will be retained or shared 

for additional purposes. All information sharing and handling within the Aries team complies with EU legislation. 

Anonymised results will be written up in a report which will be made available within the Aries team and to the EU 

research office. 

Information will be used ethically. Confidentiality will be maintained and individual responses anonymized. Any 

information provided by a participant who withdraws from the Focus Group or part way through the questionnaire, will 

be discarded before the results from the Focus Group or questionnaires are analysed. 

Contact for further information, or in the event of complaint: Tiago Oliveira- tioliveira@sonae.pt  

mailto:tioliveira@sonae.pt


D4.3 – Secure eCommerce Prototype Demonstrator 

 

Page 23 

6.2. ARIES consent form (workshop and focus groups) 

 

 ARIES 

"reliAble euRopean Identity EcoSystem" 

 

CONSENT FORM 

(e.g. PARTICIPANT CONSENT FORM for USE for FOCUS GROUP comprising volunteers from within the 

SONAE workforce.) 

 

Title of project: ARIES 

 

Name of Researcher: 

 

Please initial and sign the form giving your consent to participating in the project. 

 

1. I confirm I have read and understand the ARIES information sheet dated 26th March. 

I have had the opportunity to consider the information, ask questions and have had any questions answered 

satisfactorily. 

 

  

2. I have been told before taking part, the purpose is of collecting and analysing information resulting from my 

participation, how information and data obtained will be used, processed, shared, and disposed of before taking 

part. 

 

3.  I understand that my participation is voluntary and that I am free to withdraw at any time without the need to 

give any reason, without prejudice and without my legal rights being affected. 

 

 

 

Signed: 

 

Date: 
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6.3. ARIES survey & results 
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6.4. ARIES ID survey fraud prevention tips 

 
Thank you for taking part in our survey, here are our top tips 
of ID Fraud prevention: 
 
Tip 1: Be careful who you give your personal information to...and how 
Be very cautious about giving personal information – age, address, phone number etc – to people 
you don’t know. 
In public places make sure nobody can hear your conversations or look over your shoulder when 
banking, shopping or making other confidential online transactions. 
Be careful with the amount of personal information you share online. Only make the minimum 
available (your name) on internet profiles such as Facebook and LinkedIn and don’t post your 
address or date of birth. 
 
Tip 2: Make it as difficult as possible to crack your personal passwords 
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Create strong passwords and use different ones for different accounts. For a secure password: 
use three words or more; include a symbol and use upper and lower case letters and numbers. 
Remember the more complex and unique to you your password is the harder it is to crack. Also don’t 
keep a note of passwords where they could be lost or stolen – such as in your wallet or next to your 
personal device. For more information about staying safe online visit www.cyberstreetwise.com or www. 
getsafeonline.org. 
 
Tip 3: Always destroy or securely store personal documents 
Check your bank and financial statements carefully and report anything suspicious to the bank or 
financial service provider concerned as well as the police. When getting rid of personal documents 
always destroy them – rip up or shred. 
If you have a communal mailbox or one in a shared area, empty it frequently. 
 
Tip 4: Don’t respond to unsolicited phone calls or emails 
Fraudsters are increasingly targeting people over the telephone, posing as bank staff, police officers and 
other officials or companies to extract personal and financial information. Often the fraudster will claim 
there has been fraud on your account and that you need to take action. 
Your bank or the police will never: 
phone you to ask for your 4-digit card PIN or your online banking password; 
ask you to transfer money to a new account for fraud reasons; 
send someone to your home to collect your cash, PIN, payment card or cheque book if you are a 
victim of fraud. 
If you are given any of these instructions, you’re being targeted by fraudsters. Hang up, wait five minutes 
to clear the line, or where possible use a different phone line, then call your bank or card issuer to report 
the fraud as well as the police 
If you receive unsolicited emails never reply with your full password, login details or account details. 
Don’t click on any links as you could end up downloading a virus (malware). 

 

Tip 5: Protect your personal devices 

Protect all of your internet connected devices – computer, tablet, TV, mobile phone – by installing 
internet security software and ensuring that it is kept up-to-date. 

Make sure access to your devices is password protected. 
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6.5. ARIES GEMALTO-SONAE licensing agreement (1st page) 
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6.6. ARIES focus group questionnaire 

 

Aries test- Questionnaire 
This questionnaire asks for your opinion about various aspects of the ARIES app. 
Some questions are open-ended.  Others ask you to give the app a score out of 10. 
We would like you to share your views of your experience when using the App. 

 

Usability/ User Experience 
We begin by asking your view of the look of the ARIES app. Some questions are open questions others are 
multiple choice questions. 

1. On a scale of 1 to 10 where 1 is strongly disliked and 10 is strongly liked, please rate how much you 
like the look and design of the ARIES app?  
 

2. What do you like most about the look and design of ARIES? And what don’t you like? 

__________________________________________________________________________________

__________________________________________________________________________________ 

 
3. Are the texts easily readable? 

__________________________________________________________________________________

__________________________________________________________________________________ 

 
 

4. How long did it take for the enrolment process to be completed? 

__________________________________________________________________________________
__________________________________________________________________________________ 

 

5. On a scale of 1 to 10 where 1 is very difficult to use and 10 is very easy to use, please respond:  

 
a. Was the ARIES enrolment process simple and easy to complete?  

 
b. Was the Chef online enrolment process simple and easy to complete? 

 
c. Was the whole process understandable? 

 
d. Was the information provided by the app easy to understand? 

 

6. Did you experience any errors whilst using the application? If so, how many? 

__________________________________________________________________________________

__________________________________________________________________________________ 

 

7. Are you aware of the ARIES legal compliance? 

a. Yes 

b. No 
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8. What would you like to see improved in the Aries App? 

__________________________________________________________________________________

__________________________________________________________________________________ 

  
9. On a scale of 1 to 10 where 1 is no trust and 10 is complete trust, how do you feel about trusting 

your data in the ARIES solution? 
 

Security 
 In this section, we are asking your opinion about the security of Aries app. 

10. On a scale of 1 to 10 where 1 = no benefit and 10 = strong benefit do you think using biometrics 
alone to access services would be a time saving benefit for you? 

 

11. Which do you prefer? Aries login or Social login?  Why? 
__________________________________________________________________________________
__________________________________________________________________________________ 

 
12. What are the pros and cons of each type of login? 

__________________________________________________________________________________
__________________________________________________________________________________ 

 
13. Would you be willing to use any other biometric singly or combined with your existing data? (Answer 

Yes(Y) or No (N)) 
 

a. Face (singly)  
 

b. Face and fingerprint (together with existing data) 
  

c.  Face and fingerprint instead of existing data 
 

d. Voice (singly)   
 

e. Voice and face (together with existing data) 
 

f. Voice and face instead of existing data 
 

g. Fingerprint (singly)  
 

h. Fingerprint and voice (together with existing data) 
 

i. Finger print and voice instead of existing data      

 

 
14. Do you feel that using biometrics alone to access services would be of more benefit to you?   

(Rank 1-10: 1 = no benefit/ 10 = strong benefit
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6.7. ARIES Mobile App User Manual, Story-Board & Demo Flows (e-Commerce) 

 

Introduction 

 

In this document it is explained step by step how the ARIES application works to facilitate the compression of 
both registration and authentication processes. In addition, it is explained how to manage the users and their 
identities and their different usages. 

 

Concepts: 

• Enrolment process: By means of this process the user can subscribe to the ARIES app and be able to 
create ARIES identity(s). In this process the user will:  

o Create an ARIES user 
o Create an ARIES Identity (one or more) 

 

• Authentication process: By means of this process the user can be authenticated at eCommerce website 
using the ARIES ID created in the previous process.  

 

 

 

Figure 1 - Enrolment and authentication processes 

 

• Management: By means of this process it is possible to delete or rename the ARIES user and the ARIES 
IDs created in the processes described above.  

 

 

 

 

 

First use 
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The first time that user starts the application it is needed to accept the privacy policy. If user refuses it, the app 
will close. If user accepts it a welcome screen will be shown. 

 

 
 

Figure 2 – ARIES privacy policy 

 

After accepting the policy, the welcome screen appears. Just to press START button to begin the process. 

 

Figure 3 – Welcome screen 

Home Screen. Users 

The main screen shows the list of created users. If no users are created, the list appears empty. 
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Figure 4 – Home screen with user list 

In this screen, some options can be performed: 

 Create a new user (figure 4 [3])  

 Select a user (figure 4 [2]) 

 Rename a user (See section 6.2 Rename user) 

 Delete a user (See section 5.2 Delete user) 

 

It is possible to access into the information about the application clicking in the information icon that appears 
in the upper right corner of the screen. Figure 4 [1] 

 

 

Figure 5 – App Information 

Create a new user  

In the home screen, click on the “Create new user" button (figure 6 [1]) to start the user creation flow. 

 

1 

2 

3 
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Figure 6 – User list screen. Empty. 

 

In the next screen, the user has to enter a name for the user (figure 7 [2]) and click on next button (figure 7 
[3]) to continue.  

 

 

Figure 7– Typing the name of the user 

 

Enter the password (figure 8 [4]) and confirm it (figure 8 [5]) and click on the "OK" button (figure 8 [6]. 

1 

2 

3 
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Figure 8 – Typing the password of the user 

 

The user is now created. The app will return to the home screen and the user list will update  

NOTE: If there is only one user it will be selected by default. 

 

Select an existing user 

In the home screen, it is possible to select an existing user by clicking on it (figure 9 [1]. 

 

 

Figure 9 – Users selection screen 

4 

5 

6 

1 
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Once a user is selected the app will show the lists of its identities registered with this user. If there is no identity 
created yet, the list will appear empty. 

 

 

Figure 10 – Identity list screen 

 

In this screen it is possible to: 

 Create an identity (figure 10 [1]) 

Use an identity to login (refer to Section 0  

 Authentication)  

 Rename an identity (refer to Section  Delete/rename Aries ID)  

 Delete an identity (refer to Section  Delete/rename Aries ID) 

 

We can also open the menu to logout (figure 11 [4]) or read the information about (figure 11 [3]) the 
application by clicking in the image icon that appears in the upper right corner of the screen (figure 11 [2]). 

 

1 
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Figure 11 – Identity menu screen and information screen 

Delete/rename User 

 

On the home screen, it is possible to long press the box that represents a user, the user will be selected, and 
some options appear. Just click on “Delete” or “Rename” button depending on the action to be taken.  

 

 

Figure 12 – Delete user menu 

 

A security screen may appear if needed (depending on session status). It could be necessary to enter the user 
password in order to access the mobile wallet and delete the user. 

 

2 

3 

4 
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Identities 

Create a new identity 

 

In the identity list screen, click on the "Create new Identity" button (figure 13 [1]) to start the identity creation 
flow. 

 

 

Figure 13 – Create ARIES ID  

Permissions 

 

Figure 14 – Accept permissions for the first time 

1 

1 
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Once you start the process of identity creation, some processes will start running and the app will request for 
some permissions to have access to the device. It is necessary to accept (figure 14 [1]) these permissions in 
order to continue with the registration flow.  

 

Document type selection 

 

Figure 15 – Create ARIES ID, select ID document type 

 

In the next screen, the user has to select the document type to be used to create the identity. Two options are 
available: passport (figure 15 [1]) or Spanish national document DNI (figure 15 [2]).  

 

Document reading 

 

Depending on the document chosen for the creation, some steps have to be followed. 

 

Passport:  

MRZ OCR reading 

As shown in the picture (figure 16 [3]), the user has to open the passport in the page of the personal data to 
scan the MRZ (2 or 3 lines of text at the bottom of the page). Put this page in front of the camera of the device 
and click on the button “CONTINUE”(figure 16 [4]) to start reading the MRZ. 

 

2 1 
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Figure 16 – Create ARIES ID, scan passport MRZ step 1 

 

The user will use the camera of the mobile phone to capture only the 2 lines of the MRZ. 

 

 

Figure 17 – Create ARIES ID, scan passport MRZ step 2 

 

Chip NFC reading 

Once the MRZ is read, the user has to close the passport and put it in the back of the device, close to the NFC 
reader (usually below the camera). Note: the user has to check the NFC is activated on the device (Android 
settings). 

 

4 

3 
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Figure 18 – Create ARIES ID, read chip data   

When the chip is starting to be read, a beep can be heard. 

 

DNI:  

MRZ OCR reading 

Similar as the passport, the user should put the document in front of the camera of the device and click on the 
button “SCAN” (figure 19 [1]) to start reading the MRZ. 

 

 

Figure 19 - Create ARIES ID, scan DNI MRZ step 1 

 

Using the camera of your mobile phone to read the DNI MRZ. 

1 
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Figure 20 - Create ARIES ID, scan DNI MRZ step 2 

 

Chip NFC reading 

Once the MRZ is read, the user has to put the DNI in the back of the device, under the NFC antenna of the 
device (usually below the camera). Note: the user has to check the NFC is activated on the device (Android 
settings). 

 

 

Figure 21 - Create ARIES ID, read DNI chip data   

Face Verification 

In order to validate the ownership of the document, the app will ask for the verification of the biometric data, 
in this case the face, within the document. To know how it works, the user could click on “see the tutorial” 
(figure 22 [2]) button or click on “CONTINUE” (figure 22 [3]) to start the verification. 
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Figure 22 - Face verification tutorial screen 

The user should center the face inside the white shape. Once the app detects the face, the user has to turn the 
head to the left a couple of times but slowly. 

 

Figure 23 - Face verification  

 

 

 

Optional attributes 

2 

3 
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It is possible to add optional attributes to the new identity as email, first name, family name, postcode, etc. 
These attributes can be share with the service provider at the time of authentication. Once the user has 
entered the info, just press the “SAVE ATTRIBUTES” button (figure 24 [1]). 

 

 

Figure 24 - Optional self-claimed attributes 

Save identity 

As the last step, a new screen will open asking the user for a name that will be assigned to this new identity 
(figure 25 [1]). Once the name is written, press “SAVE IDENTITY” button (figure 25 [2]) 

 

 

Figure 25 - Save Identity 

 

1 

2 

1 
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Then the registration process will finish. A"FINISH" button will appear, if you click on it the app will return to 
your user screen and you will see your new identity created. 

 

 

Figure 26 - Identity list screen 

Delete/rename Aries ID 

On the identity list screen, the user has to long press an identity, the option to delete/rename it will appear. 
Just click on “Delete” button.  

 

Figure 27 - Selection of the identity 
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A security screen may appear if needed (depending on session status). The user has to enter the user password 
in order to access the mobile wallet where the information is stored and delete the identity. 
 

Authentication on eCommerce 

NOTE: Before starting with this process, the user has to create, at least, one user profile and one identity (see 
0 and 0) 

 

The user has to open the eCommerce website (https://testesgp.continente.pt) and push LOGIN button (figure 
28 [1]). 

 

Figure 28 - Main eCommerce Web 

 Then select Login ARIES button (figure 29 [2]) 

 

 

Figure 29 - Login option 

1 

2 

https://testesgp.continente.pt/
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The web shows a QR Code (figure 30 [3]) ready to be scanned: 

 

 

Figure 30 - QR Code ready to be scanned 

 

In the mobile app, the user must select any ID to be used during the login (see 0). If required, the user must 
type the password for the user profile being used to continue. 

 

When the identity is selected, the app will use the camera of the device to ask for scanning the QR Code 
displayed on the web: 

 

 

Figure 31 - Read QR Code 

3 
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After reading the QR, another screen will show the “attributes” to be selected to share with the eCommerce 
website.  

 

 

 

Figure 32 - Share attributes 

 

Once this is done, the verification of the biometric will start again to proof the user is who claims to be (see 0) 

 

Figure 33 - Face verification  

If the verification is correct, the following screen appears indicating the process is correct. 
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Figure 34 - Authentication succeeded  

 

Once the button “FINISH” is pressed, the website will be updated the page with the identity data. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 


